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1
Decision/action requested

Problem discussion and solution proposal for message routing on N32.
Endorse either Proposal 1 or Alternative Proposal 2.
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Rationale

3.1

Background

TS 33.501 clause 13.1 states that on the N32 interface, TLS shall be supported between the SEPP and the next-hop IPX entity. However, the N32 application layer solution defined in [2] does not specify how messages are routed from the sending SEPP to the next-hop IPX provider and further to the receiving SEPP.  
3.2

Problem description

If TLS is to be used between SEPP and IPX and the authority header in the service request sent by SEPP points to the other SEPP, the issues on TLS and routing described in [3] arise. 
3.3

Solution proposal

For this case, the solution option "Using local SEPP FQDN in request URI" described in [3] seems the most suitable solution, as the original HTTP message needs to be rewritten on N32 anyway. This means that the N32 application layer security protocol uses the next-hop FQDN in the authority header of the request and the address of the receiving SEPP (or receiving NF) is included in the message header or body.
Alternatively, plain HTTP can be used between SEPP and IPX as the security is provided by the N32 application layer security solution [2].
4
Detailed proposal

Proposal 1: N32 application layer security protocol uses the next-hop FQDN in the authority header of the request and the address of the receiving SEPP (or receiving NF) is included in the message header or body.

Alternative Proposal 2: Plain HTTP is used between SEPP and IPX as the security is provided by the N32 application layer security solution. IPXs then perform routing similar to proxies.
