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* * * First Change* * *

13.3
Authentication and static authorization

13.3.1
Authorization and authentication between network functions and the NRF
NRF and NF shall authenticate each other during discovery and registration. If the PLMN uses protection at the transport layer, authentication provided by the transport layer protection solution shall be used for mutual authentication of the NRF and NF.    

If the PLMN does not use protection at the transport layer, mutual authentication of NRF and NF may be implicit by NDS or physical security.
If the PLMN uses token-based authorization, NRF and NF shall also use HTTP basic authentication, additionally to the authentication described further above in this clause.

NOTE 1: OAuth2.0 and OpenAPI 3.0 require an application layer authentication scheme and cannot directly use authentication at a lower layer. However, as authentication for 3GPP service-based interfaces is already given at lower layers, HTTP basic authentication can use preprovisioned dummy values in deployments if so desired.
After successful authentication between NRF and NF, the NRF shall decide whether the NF is authorized to perform discovery and registration.
For non-roaming scenario, the NRF authorizes the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF service and the type of the NF service consumer, the NRF determines whether the NF service consumer is allowed to discover the expected NF instance(s). As described in clause 4.17.4 of TS23.502 [8].

For roaming scenario, the NRF of the NF Provider shall authorize the Nnrf_NFDiscovery_Request based on the profile of the expected NF/NF Service, the type of the NF service consumer and the serving network ID.
* * * End of Changes* * *

