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1
Decision/action requested

It is requested to endorese the way of working proposed in this discussion paper for security enhacements in LTE.
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Rationale

LTE security [1] could be "potentially" enhanced. One way of enhancement is to add new security features. Another way is to port-back some of significant improvements already made in 5G security [2]. Subscriber privacy, userplane integrity protection, and authentication are few "potential" examples of the latter.
The enhacements could be sensible because LTE will more than likely co-exists along 5G for a long time to come, and security enhancements in LTE will improve cellular security a whole. 
Nevertheless, it does not make sense to add radically new security features. It also does not make sense to port-back "everything" from 5G which would basically mean converting the whole LTE into 5G.

Therefore, it is prudent that SA3 assess "potential" solutions for selected features which are important and worth enhancing in LTE security. 
4
Detailed proposal
It is proposed that SA3 accesses security enhancements in LTE. 
SA3 has seen some late contributions in 5G Phase 1 for LTE enhancements. It shows that there is interest, and it is only prudent to synergize our efforts in a SID(s) rather than handling independent TEI contributions. 

There could be a single SID or multiple SIDs. On one hand, a single SID could simplify administrative work and make it easier to deal with various proposals in a single place. On the other hand, multiple SIDs could give each feature its own special focus. It is proposed that SA3 discusses this.

It is also proposed that the scope of the SID(s) is limited to assessing "potential" solutions for following features:
1. Subscriber privacy
2. Userplane integrity protection
3. Home controlled authentication
