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*** NEXT CHANGE ***
5.2.5
Subscriber privacy 
The UE shall support 5G-GUTI.

The SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The home network public key shall be stored in the USIM. 

The ME shall support the null-scheme.

If the home network has not provisioned the public key in USIM, the SUPI protection in initial registration procedure is not provided. In this case, the null-scheme shall be used by the ME.

Based on home operator's decision, indicated by the USIM, the calculation of the SUCI shall be performed either by the USIM or by the ME.

NOTE 1: 
If the indication is not present, the calculation is in the ME.

In case of an unauthenticated emergency call, privacy protection for SUPI is not required.

Provisioning, and updating the home network public key in the USIM shall be in the control of the home network operator. 

NOTE 2:
The provisioning and updating of the home network public key is out of the scope of the present document. It can be implemented using, e.g. the Over the Air (OTA) mechanism.

Subscriber privacy enablement shall be under the control of the home network of the subscriber. 

The UE shall only send the PEI in the NAS protocol after NAS security context is established, unless during emergency registration when no NAS security context can be established.
A routing identifier, when provisioned by the home network operator, shall be stored in the USIM. 
*** NEXT CHANGE ***
6.12.2
Subscription concealed identifier
The SUbscription Concealed Identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. 

The UE shall generate a SUCI using a protection scheme with the raw public key that was securely provisioned in control of the home network. The protection schemes shall be the ones specified in Annex C or the ones specified by the HPLMN.

The UE shall construct a scheme-input from the subscription identifier part of the SUPI as follows: 
· For SUPIs containing IMSI, the subscription identifier part of the SUPI includes the MSIN of the IMSI as defined in TS 23.003 [19]. This also applies to SUPIs taking the form of a IMSI based NAI as defined in TS 23.003 [19].

· For SUPIs taking the form of a non-IMSI based NAI, the subscription identifier part of the SUPI includes the "username" portion of the NAI as defined in NAI RFC 7542 [xx].
The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

The UE shall not conceal the home network identifier, e.g. Mobile Country Code (MCC) or Mobile Network Code (MNC).
The routing identifier which is a 1 to 4 digits identifier is optionally assigned by the home network operator and provisioned in the USIM. The routing identifier allows together with the home network identifier to route network signalling with SUCI to AUSF and UDM instances capable to serve the subscriber.  
The UE shall construct the SUCI with the following data fields:

-
The protection scheme identifier that represents a protection scheme specified in Annex C or a protection scheme specified by the HPLMN.

-
The home network public key identifier (4-bits) that represents a public key provisioned by the HPLMN. In case of null-scheme being used, the home network public key identifier shall be set to "0x0".

-
The home network identifier of the SUPI. It is constructed as follows:
-
For SUPIs containing IMSI, the home network identifier includes the MNC/MCC of the IMSI as defined in TS 23.003 [19]. This also applies to SUPIs taking the form of a IMSI based NAI as defined in TS 23.003 [19].

-
For SUPIs taking the form of a non-IMSI based NAI, the home network identifier includes the "realm" portion of the NAI as defined in NAI RFC 7542 [xx].

-
The routing identifier, when available. If the routing identifier is not provisioned in the USIM, the UE shall set it to 0. 
-
The scheme-output.

NOTE 1: 
The format of the SUPI protection scheme identifiers is defined in Annex C.  

NOTE 2:
The identifier and the format of the scheme output are defined by the protection schemes in Annex C. In case non-null schemes, the freshness and randomness of the SUCI will be taken care of by the corresponding SUPI protection schemes  

The UE shall include a SUCI only in the following 5G NAS messages:

-
if the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message, or

-
if the UE includes a 5G-GUTI when sending a Registration Request message of type "re-registration" to a PLMN and, in response, receives an Identity Request message, then the UE shall include a fresh SUCI in the Identity Response message (see clause 6.12.4). 

NOTE 3: 
In response to the Identifier Request message, the UE never sends the SUPI. 

The UE shall generate a SUCI using "null-scheme" only in the following cases:

-
if the UE is making an unauthenticated emergency session and it does not have a 5G-GUTI to the chosen PLMN, or 

-
if the home network has configured "null-scheme" to be used, or

- 
if the home network has not provisioned the public key needed to generate a SUCI.

If the operator's decision, indicated by the USIM, is that the USIM shall calculate the SUCI, then the USIM shall not give the ME any parameter for the calculation of the SUCI including the home network public key, the home network public key identifier, protection scheme profile, and the protection scheme identifier. If the ME determines that the calculation of the SUCI, indicated by the USIM, shall be performed by the USIM, the ME shall delete any previously received or locally cached parameters for the calculation of the SUCI including the home network public key, the home network public key identifier, protection scheme profile, and the protection scheme identifier. The operator should use proprietary identifier for protection schemes if the operator chooses that the calculation of the SUCI shall be done in USIM.

If the operator’s decision is that ME shall calculate the SUCI, t he home network operator shall provision in the USIM an ordered priority list of the protection scheme identifiers that the operator allows. The priority list of protection scheme identifiers in the USIM shall only contain protection scheme identifiers specified in Annex C, and the list may contain one or more protection schemes identifiers. The ME shall read the SUCI calculation information from the USIM, including the SUPI, the home network public key, the home network public key identifier, and the list of protection scheme identifiers. The ME shall select the protection scheme from its supported schemes that has the highest priority in the list obtained from the USIM. 

The ME shall calculate the SUCI using the null-sheme if the home network public key or the priority list are not provisioned in the USIM.

NOTE4:
The above feature is introduced since additional protection schemes could be specified in the future for a release newer than the ME release. In this case, the protection scheme selected by older MEs may not be the protection scheme with the highest priority in the list of the USIM.

*** END OF CHANGES ***
