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1. Overall Description:

SA3 thanks RAN2 for their LS on security requirements for RRC connection release. RAN2 mentioned following three configurations in their LS.

Configuration #1: Re-direction request to move the UE to another carrier in NR or to LTE.  It could be used for example, to redirect the UE during a emergency VoIP call setup, to another NR carrier or LTE.

Configuration #2: Dedicated frequency reselection priorities for other LTE and NR carriers.  UE uses this information to prioritise the carrier frequencies in LTE or NR for reselection.

Configuration #3: Deprioritisation of NR RAT or the current NR frequency for a maximum period of 30min.  This will make NR or the current NR frequency the lowest priority for reselection and hence the UE will reselect the next highest priority carrier available in LTE or NR.

SA3 requires that such configurations are sent only after AS security activation. Mind that the stored AS security context in INACTIVE state means that AS security does not need to be started from scratch every time.

If RAN2 has some special and super important use-case where it is impossible to avoid sending such configurations before AS security activation, even then, SA3 requires that "network policy" mechanism is used already from the beginning that tells the UEs whether or not to accept these configurations before security activation. UEs shall not accept such configurations if sent unprotected, unless allowed by "network policy". Refer to the similar mechanisms in LTE - Clause 9.9.3.52 "Network policy" in TS 24.301, and Clause 5.3.8.3 "Reception of the RRCConnectionRelease by the UE" in TS 36.331. This mechanism enables the network to be future-proof in the sense that the network can disable unprotected configurations in future. Recall that this mechanism was used by 3GPP had to cater the redirection attack to GERAN from LTE.
2. Actions:

To RAN2
ACTION: SA3 kindly asks RAN2 to take the above answer into account.
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