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1. Overall Description:
SA3 thanks RAN2 for their LS on Bluetooth/WLAN measurement collection in MDT.

SA3 is fine that existing user consent mechanism is reused for Bluetooth/WLAN measurement collection in MDT. It is SA3's understanding that the collection of the user consent is done via customer care process and the user consent information is available in the network as part of the subscription data.
SA3 requires that the uplink measurement report sent by devices to the network are carried in ciphered and integrity protected message. Without ciphering, the devices will be prone to traceability by over-the-air attackers. Without integrity protection, the measurement reports will be prone to tampering by over-the-air attackers.

Except for any special case when it is urgently necessary to send early measurement configurations to devices, SA3 requires that the downlink measurement configuration sent by the network to devices containing the WLAN and BL information are also ciphered and integrity protected message. As said earlier, without ciphering, the devices will be prone to traceability by over-air-attacker because it is expected that the devices will sent measurement reports of certain format when in vicinity of configured WLAN and BL. Without integrity protection, over-the-air attackers will be able to send rogue configurations. The effect is that the devices will be prone to traceability, as said above. Attackers will also be able to drain battery in devices by asking the devices to perform bogus measurements.

2. Actions:

To RAN2 
ACTION: 
SA3 kindly asks RAN2 to take the above answer into account.
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