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***** BEGIN CHANGES *****
6.10.5
Handover procedure (with/without SN change)

At handover procedures (Xn or N2) from source-MN to target-MN with/without SN change, the SN and the UE shall delete the KSN and the SN related RRC and UP keys that were facilitated by the source-MN. The SN and the UE shall use fresh KSN and fresh SN related RRC and UP keys facilitated by the target-MN with new SN addition procedure.

6.10.6
Periodic local authentication procedure

SN may request the MN to execute a counter check procedure specified in Clause 6.13 of present document to verify the value of the PDCP COUNT(s) associated with DRB(s) offloaded to the SN. To accomplish this, the SN shall communicate this request, including the expected values of PDCP COUNT(s) and associated radio bearer identities to the MN over the Xn-C.

If the MN receives a RRC counter check response from the UE that contains one or several PDCP COUNT values (possibly associated with both MN and SN), the MN may release the connection or report the difference of the PDCP COUNT values to the serving AMF or O&M server for further traffic analysis, e.g., for detecting the attacker.

6.10.7
Radio link failure recovery

Since the MN holds the control plane functions even in dual connectivity, the UE runs the RRC re-establishment procedure with the MN as specified in Clause 6.11 of the present document. During the RRC re-establishment procedure, the radio bearers between the UE and the SN shall be released. If MN still wants to offload bearers to SN, SN addition shall be performed as defined in Clause 6.10.2.1 of the present document.
6.10.8
Common security mechanisms

The protection of Xn interface shall be done as defined in Clause 9.4 of the present document

The MN and the SN shall independently allocate C-RNTIs to the UE.
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