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1
Decision/action requested

It is suggested to discuss and approve the proposed scenario in to the AKMA TR.
2
References

3
Rationale
The objective of AKMA is to provide a general solution on anthentication and key agreement in 5G network. This contribution proposes a scenario of secure communication on shared bikes, where the shared bike application server needs to communicate with shared bikes through Carrier’s mobile network. The communication link as well as communication data between shared bikes and their application servers shall be protected.
In this scenario, the security manangement server provides the key management service for different application servers. AKMA can provide symmetic key between shared bike and security management server based on the 3GPP credential. The mobile communication module inside the shared bike can derivate the symmetic key to the client applications. The secure transmission between shared bike and application server can be achieved throught the support of security management server.
4
Detailed proposal

****************** Start of changes ******************
4
Scenarios 

4.X
Scenario #X: Autheticaiton and Key Management for shared bikes

Shared bikes have been widely used in china and other Asian countries. People can travel short distance between public transportation sytem to their home or company using shared bikes. In order to implement unlock/lock and billing management, a mobile communication module is usually intalled in the shared bike. The shared bike is connected to the application server using Carrier’s mobile network.
The application server identifies the shared bike by receiving the identifier of the bike via user’s mobile phone. It can send a unlock command to the shared bike. The connection between shared bikes and application server should be secured in order to prevent eavesdropping and tampering.
Some application level data (such as GPS information of a shared bikes)  is sent from the shared bike using existing connection between application servers and shared bikes. This kind of data needs to be encrypted so that the Carrier’s network entities shall not able to eavesdrop the content.

As shown in Figure 1: the shared bike first conducts mutual authentication with carrier’s mobile network and generates shared secure key based on 3GPP credential. A symmetic key is derivated between shared bike and security management server using the shared secure key. The security management server downloads the Appkey to the shared bike. After that, a secure connection can be built between the shared bike and application server using Appkey.
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Figuer1 shared bikes Scenario of AKMA
****************** End of changes ******************
