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Decision/action requested

This contribution contains the agenda and notes for the SA3 conference call on N32.
2
Meeting information
Topic: N32 Security and protocol details
Date and time: Wednesday, August 1st 14:30 to 16:00 CEST

Chair: Hans Christian Rudolph (Deutsche Telekom AG) chairs the call and takes notes.

3
Agenda and notes
Prior to this call, CT4 provided a list of questions that should be clarified by SA3. It is proposed to discuss the group’s preliminary answers as provided in an accompanying document as well as the additional agenda points and to agree on working assumptions to facilitate further progress. Such informal agreements, if any, are to be captured in the conclusion clause below.

	Discussion item
	Notes

	Welcome and review of the agenda
	Agenda approved

	Questions by CT4 regarding the current state of N32 (see accompanying document)
	Walk through questions and answers:
1) Logical context between two SEPPs should be identifiable by an ID. 

2) The N32 context between two SEPPs is bidirectional. There is a single N32-c negotiation, applying to the N32-f context in all the two directions.

3) Policy exchange/negotiation should be independent to keep flexibility for the future. SA3 to agree on whether to negotiate or exchange policies in the next meeting.
4) There are no dynamic negotiations at runtime in Rel. 15. If there is the need for changes, a new N32-c session is to be established, that would establish new N32-f contexts.

5) N32-c session is a prerequisite for any N32-f context. If N32-c establishment is not possible, an error message should be returned to the peer SEPP. 
6) The security context is unrelated to TCP connections. A N32-f context needs a unique ID to allow both SEPPs to identify the N32-f context. Transport aspects are transparent to higher layer N32-f contexts. 
7) Up to the SEPPs to decide.

8) Separate SA3 call in the near future to discuss. It makes sense to create a mapping between information to protect (SA3 spec) and actual IEs that contain this information (CT4 spec).
9) Still a discussion item for SA3. There seems to be a tendency to go for policy exchange and not a policy negotiation.
10) Modification policies are exchanged between SEPPs on N32-c. Each PLMN operator writes into their modification policy what IE can be modified by the trusted IPX-Providers. 
For each SBI operation, a mapping is required to identify IE that are mentioned in the modification policy. Further SA3/CT4 discussion required. Potential way forward is to define modification policies based on “messages” and IPX-Providers, rather than on IEs.
11) The rules on mandatory and recommended cipher suites in RFC 7518 (JSON Web Algorithms) shall be followed. The 3GPP JOSE profile, currently in S3-181937, specifies additional rules for 3GPP nodes on mandatory and recommended cipher suites. The algorithms in the 3GPP JOSE profile should be preferred by SEPPs. SEPPs can implement additional cipher suites, e.g. among the cipher suites mentioned in RFC 7518. All the algorithms listed in the RFC and possible future algorithms can be negotiated between the SEPPs. Therefore, encoding of the RFC should be used. Support of AES-GCM with 128 bit key is mandated. Policy selection: Initiator sends list of supported algorithms and respondent picks one that matches their policies. A requesting SEPP sends the cipher suites as an ordered list with the SA3 mandated cipher suites at the top of the list. A responding SEPP compares this ordered list against its own ordered list of cipher suites and selects a cipher suite - giving preference to the cipher suites that match at the top of the list. 
12) JWE/JWS algorithms are agreed independently of N32-c TLS connection algorithm selection. 
13) There should be a capability to encode further algorithms. See also response to 11).

14) Signature algorithm is specified explicitly, as IPX-Providers are not part of the negotiation.
Binary blobs can either be integrity protected or also encrypted. Depends on sensitivity of the data to be transported. None of the binary blobs requires modification by IPX-Providers. Protection of binary blob is still under SA3 discussion.
15) Clear, as stated in the document.
16) Clear, as stated in the document.
17) Two questions to be clarified ASAP: How to encode binary part? (See comment to 14 above) How to encode metadata part?

	Questions by SA3:

1.
Does the CT4 specification strictly prohibit duplicate HTTP/2 header fields?

2.
Does the CT4 specification strictly prohibit HTTP/2 header compression?

3.
Is the N32 NF-NF signaling going to be tunneled between two SEPPs, i.e. transferred within same single HTTP/2 connection for a given target network (until stream ID exhaustion), or will SEPPs create a new HTTP connection for each out-going message?
	Preliminary answers from CT4:
1) CT4 follows the RFC 7230, section 3.2.2. The same field name shall not be repeated. The exceptions listed in the RFC are not used by CT4. CT4 does not use duplication in Rel. 15. CT4 should inform SA3, if duplication should be introduced at a later stage. 
2) For dynamic mapping of HTTP/2 headers, there is work for SEPPs andn they need to maintain mapping tables. It is advisable to not apply dynamic compression. Agreement: HTTP header compression shall not be used on N32.
3) It is tunneled. This was SA3’s assumption.

	Review of stage 3 draft CRs (provided by Sridhar, CT4)
	Not covered due to time constraints. Will be tackled by e-mail.

	Agree on SA3-internal follow-up call prior to SA3#92 document deadline
	Next SA3 internal call fixed. Tue 7 Aug, 14:30 – 16:30 CEST.

	Any other business
	None.


4
Conclusion

