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1
Decision/action requested

This contribution contains the agenda and notes for the SA3 conference call on 
remaining Rel-15 SBA work.
2
Meeting information
Topic: Remaining Rel-15 SBA security work, definition of work packages and responsibilites
Date and time: Wednesday, June 20th 13:30 to 15:00 CEST

Chair: Adrian Escott (Qualcomm Inc.) chairs the call and takes notes.

3
Agenda and notes
One input document (agenda) has been provided by Deutsche Telekom AG. It is proposed to discuss these points during the call and to agree on working assumptions to facilitate progress. Such informal agreements, if any, are to be captured in the conclusion clause below.

	Discussion item
	Notes

	Welcome and review of the agenda
	Welcome was given and agenda agreed

	High-level assessment:

Review of S3-181508 (open issues prior to SA3#91bis) – what has been done, what issues are still pending?
	Numbering is taken from S3-181508
1 Message re-writing – content in draft CR – there may be input from CT4
2 Session key negotiation – also in draft CR – missing is key derivation based on exported key – also key handling need specification

3 Symmetric vs. asymmetric cryptography – in a good shape – only SA3 work needed
4 Protection policies for the local SEPP – needs some work 

5 Provisioning of protection policies for the SEPP over N32 – agreed that the IPX modification policy is agreed between two SEPPs – encryption policy agreed to be out of band in roaming agreements
6 Format for protection policies – open issue for CT4 on how to standardise the IPX modification policy – open issue on whether SA3 need to provide more details
7 Initial handshake – CT4 need mores details on how to implement this – SA3 see there is a division of this interface between N32 control and N32 sending the inter-PLMN traffic – Neither of these need to be a Service based interface from security perspective, i.e. it is a CT4 decision.
8 Application of ciphering/integrity protection to JSON object using JOSE – clear and any correction in scope of SA3
9 NF to NF authorization in inter-PLMN communication – clear

10 TLS issues relating to inter-PLMN routing – Waiting for feedback from SA2 and CT4

11 IPX message modifications – issues in SA3 scope and captured in draft CR

12 Error handling over N32 – open point for Rel-15 – SA3 should provide guidelines to CT4 for feedback

13 Impact of malicious message over N32 – solution open in SA3 

14 CT4 Reply LS regarding SBI design and its security implications – LS sent

15 Error handling of security related aspects in service layer procedures – maybe CT4 impact – SA3 need to agree on these before CT4 work

16 LS to update CT3/4 on SA3 status on security related API requirements – LS sent

	Low-level assessment:
Review of S3-181937 (draftCR from SA3#91bis) – identify controversial aspects that require alignment prior to SA3#92
	Needed IEs for initial handshake needs to be given so CT4 can specify how to carry them 
Lack of clarity on the message signing on what is signed – understanding that everything is signed but this is not clear (possible place is 13.2.4.4)

What is needed to be kept from 13.2.3?
Some error hanlding/consistency checking could be added in Rel-16.

	Work package definition
	Following work packages were agreed as needed

A.  Session key derivation and key handling within SEPP
B.  Protection policies for the local SEPP
C.  Initial handshake – N32 control definition

D.  Error handling over N32
E.  Error handling of security related aspects in service layer procedures

	Assignment of security champions (responsibles for individual work packages)
	Assigned champions for above work packages
A. TDB
B. Sander
C. TBD
D. Nagendra

E. Fuwen

	Agree on follow-up call prior to SA3#92
	Schedule a call for 2:30pm to 4:00pm CEST (one hour later than this one) – Informal call again – involve CT4 in some way. 

	Any other business
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Conclusion
