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Agenda Item:
7.2.1
1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.807.
2
References

 [1]   3GPP TR 23.716: " Study on the Wireless and Wireline Convergence for the 5G system architecture".
3
Rationale






This contribution adds security requirements and conresponding test cases in EDCE5 scenario.

4
Detailed proposal

*************** Start of Change 1 ****************** 
4.2.2.1.X
AS Key Derivation
Requirement Name: AS Key Derivation
Requirement Reference: TBA

Requirement Description: When the SgNB receives an S-KgNB in a SgNB Addition/Modification procedure, the SgNB shall derive and store KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc." as specified in TS 33.401 [3], clause E.3.2.
Threat References: TBA

Security Objective Reference: TBA

Test Case:

Purpose: To verify MeNB derives a S-KgNB.
Pre-Condition: 

-
The eNB network products are connected in the test environment. 

Execution Steps:

The MeNB sends a SgNB Addition Request message or a SgNB Modification Request message with the S-KgNB to the SgNB.
Expected Results:  

The SgNB uses the received S-KgNB to derive KSgNB-UP-enc as well as KSgNB-RRC-int and KSgNB-RRC-enc, and the stores them.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results
*************** End of Change 1 ****************** 
*************** Start of Change 2 ****************
4.2.2.1.Y
SgNB Release procedure
Requirement Name: SgNB Release procedure
Requirement Reference: TBA

Requirement Description: " When the SgNB Release procedure releases the last radio bearer on the SgNB , the SgNB and the UE shall delete the KSgNB-UPenc, KSgNB-RRC-int and KSgNB-RRC-enc. The SgNB and UE shall also delete the S‑KgNB, if it was not deleted earlier." as specified in TS 33.401 [3], clause E.3.2.

Threat References: TBA

Security Objective Reference: TBA

Test Case:

Purpose: To verify that the SgNB deletes S-KgNB after SgNB Release procedure.
Pre-Condition: 

-
The eNB network products are connected in the test environment. UE may be simulated. 

Execution Steps:
Test case 1:

1) The SgNB sends a SgNB Release Required message to the MeNB;

2) The MeNB sends a SgNB Release Request message to the SgNB;

3) The SgNB sends a SgNB Release Request Ack message to the MeNB;
4) The MeNB sends a RRC Release Request message to the UE.
Test case 2:

1) The MeNB sends a SgNB Release Request message to the SgNB;

2) The SgNB sends a SgNB Release Request Acknowledge message to the MeNB;
3) The MeNB sends a RRC Release Request message to the UE.
Expected Results:  

For both test cases:


The SgNB has deleted the S-KgNB, KSgNB-UPenc, KSgNB-RRC-int and KSgNB-RRC-enc after sends the SgNB Release Request Ack message. And The UE deleted the S-KgNB, KSgNB-UPenc, KSgNB-RRC-int and KSgNB-RRC-enc after receives the RRC Release Request message.
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results

*************** End of Change ****************** 

*************** Start of Change 3 ****************
4.2.2.1.Z

S-KgNB Update
Requirement Name: S-KgNB Update
Requirement Reference: TBA

Requirement Description: " The SgNB shall request the MeNB to update the S-KgNB over the X2-C, when uplink or downlink PDCP COUNTs are about to wrap around for any of the SgNB terminated DRBs or SgNB terminated SRB." as specified in TS 33.401 [3], clause E.3.5.1
Threat References: TBA

Security Objective Reference: TBA

Test Case:

Purpose: To verify that the S-KgNB will be updated when uplink or downlink PDCP COUNTs are about to wrap around
Pre-Condition: 

-
The UE, MeNBand SgNB network products are connected in the test environment. UE may be simulated.  

Execution Steps:

1) The uplink or downlink PDCP counts reach the threshold value;

2) The SgNB sends a SgNB Modification required message to MeNB;

3) The SgNB receives a new S-KgNB;

4) The SgNB re-calculate the KSgNB-UP-enc and reset the PDCP counts.
Expected Results:  

the S-KgNB derives the new KSgNB-UP-enc
Expected format of evidence:

Evidence suitable for the interface, e.g. Screenshot contains the operation results

*************** End of Change ****************** 
