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It is requested to endorse the proposals in the paper.
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Rationale

3.1
Introduction
For RRC state transition, the source gNB authenticates the UE with InactiveMAC-I, the InactiveMAC-I is computed according to Krrc-int. In general case, after each successful resume, the key will be updated, so that InactiveMAC-I will be fresh after each successful resume. However, when the UE is rejected by the network, the key will be retained, which makes the network under replay security threat.

The paper analysis the replay security threat for the computation of InactiveMAC-I, and proposes a solution to add a new fresh parameter reject counter to the computation of InactiveMAC-I. Finally, the paper evaluates the solution and proposes to endorse this solution to current TS 33.501 [1].  
3.2
Attack Analysis
In current TS 33.501 [1], security handling for state transition from RRC_INACTIVE to RRC_CONNECTED has been introduced in clause 6.8.2.1. When handing reject case, the procedure is described as below:
“
When UE receives <RRC Connection Reject> message from the target gNB, the UE shall delete derived AS keys used for connection resumption attempt, including KgNB*, derived new RRC integrity key, RRC encryption key and UP keys, and keep KgNB/NH as in its current AS context.
”

Security handling for RNAU has been introduced in clause 6.8.2.2, and the main procedure is described as below:
“

When the UE decides to initiate the RANU procedure the UE may initiate the procedure with a new gNB. In this case, the UE, the target gNB and the source gNB follow the detailed procedure as described in clause 6.8.2.1.3 with the following deviations:

The target gNB shall check if it supports the ciphering and integrity algorithms the UE used with the last source cell. If the target gNB does not support the ciphering and integrity algorithms used in the last source cell or if the target gNB prefers to use different algorithms than the source gNB, then the target gNB shall send an < RRC Connection Setup > message on SRB0 to the UE in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE (fallback procedure).

If the target gNB selects the ciphering and integrity protection algorithms which the UE used with the last source cell and the target gNB decides to send the UE directly back to RRC_INACTIVE state without bringing the UE to RRC_CONNECTED state, the target gNB shall perform a Path Switch procedure with the AMF to get a fresh {NCC, NH} pair before sending the <RRC Connection Inactive> message to the UE. After the target gNB receives a fresh {NCC, NH} pair in the Path Switch Acknowledgement message from the AMF, the target gNB shall set the value of NCC in the <RRC Connection Inactive> message to the NCC value of the received fresh {NCC, NH} pair.

”

According to descriptions above, UE sends RRC Connection Resume Request message to target gNB for state transition or RNAU, but it is rejected by the target gNB, the UE will keep the old key which is used to compute InactiveMAC-I for the latest resume. However, the key will be used for the next resume. So, the key used by UE to compute InactiveMAC-I will not be changed when the UE handles reject case.
Observation 1: The key used by UE to compute InactiveMAC-I will not be changed when the UE handles reject case.
For now, UE computes InactiveMAC-I similar with resume in LTE, the inputs include source C-RNTI, source PCI, resume constant, and target Cell-ID. However, when the UE is rejected by the target gNB, the source C-RNTI, source PCI will not be changed neither. Resume constant is a constant so that will not be changed neither.
Observation 2: The source C-RNTI, source PCI and resume constant which are used by UE to compute InactiveMAC-I will not change neither when the UE handles reject case.
According to RAN2’s agreement, the RRC Connection Reject message is sent on SRB0, and it may include a wait timer, which can be allocated value at most 16s.
Thus, the attacker could trigger a replay attack with small cost:

1. Eavesdrop on the air, if a legal UE is sending RRC Connection Resume Request message with InactiveMAC-I to the target gNB, and it is rejected by the target gNB with wait timer, the attacker can get the RRC Connection Resume Request message and get target Cell-ID according to low layer. 

2. The attacker adds type=RNAU to eavesdropped RRC Connection Resume Request as if the message is used to perform RNAU, and sends it to the same target cell within the wait timer.

3. Since the RRC message is sending to the same target cell, and according to observation 1 and 2, all of the parameters to compute InactiveMAC-I on the source gNB are the same with the parameters which are used for the last resume. So, the source gNB will verify the InactiveMAC-I successfully, and sends the UE context to the target gNB, the target gNB will send MSG4 to the attacker to return UE to RRC_INACTIVE. Since there is just one round signalling for RNAU, the target gNB cannot verify the UE again, actually the MSG4 is sent to the attacker, and the target gNB will keep the UE context and notify the source gNB to release UE context after receiving ACK from the attacker.

Since the UE context in both legal UE and the source gNB are out of sync, there may have some undesired actions: UE could not resume again successfully, network could not find the UE when triggering RAN-based paging, I-RNTI conflict, etc.
Observation 3: Attacker could trigger a replay attack by replaying eavesdropped RRC Connection Resume Request message with change of type to RNAU to the same target cell, which may cause undesired actions.
3.3
Proposed solution
The paper proposes to add a fresh parameter to the computation of InactiveMAC-I, i.e. reject counter.
3.3.1
Analysis
After each successful resume, i.e. receiving RRC Connection Resume message when UE performs state transition from RRC_INACTIVE to RRC_CONNECTED or receiving RRC Connection Inactive message when UE performs RNAU, the UE and source gNB will update KgNB, so, there is no replay security issue, because the key is fresh.
Furthermore, when the UE changes target cell, there is no replay security issue neither, because the target Cell-ID is fresh.

However, when receiving RRC Connection Reject message, the UE will roll back to the old KgNB, and may wait for a while according to the wait timer, during this period, the network is weak for replay security issue if the attacker replays eavesdropped RRC Connection Resume Request message with change of type to RNAU to the same target cell.

So, in order to distinguish each rejection, the paper proposes to involve a fresh parameter, reject counter, to the computation of InactiveMAC-I. When the target cell rejects the UE, the UE and the target gNB will maintain and count for a reject counter for the cell. When the UE resumes to the target cell again after rejection, the reject counter will be fresh, so that the InactiveMAC-I will be fresh too.
Note that it is agreed in RAN2#102,

“

If Resume is triggered by AS and NAS triggered event, and cell reselection happens whilst either of the wait timer or T300x are running rely on NAS recovery（NAS recovery is triggered）
” 

It means that when the UE resumes on the target gNB, but the target gNB rejects the UE with a wait timer so that the wait timer is running. During the wait timer, if the UE reselects cell, the NAS recovery will be triggered, which means the UE will delete the AS context. So, the UE does not need to maintain reject counter of current cell after reselecting cell. Thus, the UE and the target gNB do not need to maintain reject counter for other cells.
Observation 4: According to RAN2 agreement, the UE will delete the AS context after cell reselection while wait timer received from RRC Connection Reject message is running. Thus, the UE and the target gNB do not need to maintain reject counter for other cells.
3.3.2
Solution
3.3.2.1
General Case
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Figure 1 Verification of InactiveMAC-I in general case
1. Before UE sends RRC Connection Resume Request message, the UE shall determine the value of reject counter, if the UE is the first time to resume on the target cell after the last successful state transition to RRC_INACTIVE (including state transition from RRC_CONNECTED to RRC_INACTIVE and RNAU), the UE shall set reject counter to 0, otherwise, the UE shall use current reject counter.

2. The UE computes InactiveMAC-I according to Krrc-int, source C-RNTI, source PCI, resume constant, target Cell-ID and reject counter.
3. The UE sends RRC Connection Resume Request message including InactiveMAC-I to target gNB for state transition from INACTIVE to CONNECTED or RNAU. 

4. The target gNB sends Retrieve UE Context Request message including InactiveMAC-I and reject counter to source gNB to fetch UE context. The reject counter shall be set to 0 if there is no reject counter for the UE yet. Otherwise, it is current reject counter for the UE.
5. The source gNB shall verify the InactiveMAC-I as the same as the UE including the reject counter received from the target gNB.
6. After successful verification of InactiveMAC-I, the source gNB shall send the UE context in Retrieve UE Context Response message to the target gNB.
7. The UE and the target gNB may have some other ongoing RRC signalling.
8. The target gNB sends RRC Connection Inactive message to the UE to return UE to INACTIVE.
9. The UE will set reject counter to 0, and the target gNB will delete the related reject counter.
Proposal 1: In general case, the solution proposes to add fresh parameter reject counter to the input of computation of InactiveMAC-I. The target gNB shall send the reject counter to the source gNB to verify the InactiveMAC-I.
3.3.2.2
Reject Case
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Figure 2 Reject counter handling in reject case
1. Before UE sends RRC Connection Resume Request message, the UE shall determine the value of reject counter, if the UE is the first time to resume on the target cell after the last successful state transition to RRC_INACTIVE, the UE shall set reject counter to 0, otherwise, the UE shall use current reject counter.
2. The UE computes InactiveMAC-I according to Krrc-int, source C-RNTI, source PCI, resume constant, target Cell-ID and reject counter.

3. The UE sends RRC Connection Resume Request message including InactiveMAC-I to target gNB for state transition from INACTIVE to CONNECTED or RNAU. 

4. The target gNB may send RRC Connection Reject message to the UE. 

5. After rejection, the target gNB shall maintain a reject counter of target cell initialized to 1 for the UE if there is no reject counter for the UE yet, otherwise, the target gNB shall increase the reject counter of target cell by 1 when receiving ACK from the UE. The UE shall increase the reject counter of target cell by 1 when receiving RRC Connection Reject message.   
Proposal 2: In reject case, the UE and the target gNB should maintain and count for the reject counter. 
3.4
Evaluation

Replay Security Issue

The proposed solution could address the replay attack security issue, because:

1. For the first resume, the UE computes InactiveMAC-I according to Krrc-int, source C-RNTI, source PCI, resume constant, target Cell-ID and reject counter=0, and the UE is rejected by the network. Now, reject counter will be 1 on both UE and target gNB.
2. The attacker could not replay the RRC message to the same cell, because the reject counter has been changed to 1.
3. The attacker could not replay the RRC message to other cell, because the target Cell-ID has been changed to the other Cell-ID.

Signalling Overhead
The solution does not involve any new RRC signalling or new IE in current RRC signalling.

The solution involves a new IE “reject counter” in N2 signalling.

The affection to the signalling is minor.
Proposal 3: Endorse the proposed solution to current TS 33.501.
4
Detailed proposal

SA3 is requested to endorse the following conclusions.

Observation 1: The key used by UE to compute InactiveMAC-I will not be changed when the UE handles reject case.
Observation 2: The source C-RNTI, source PCI and resume constant which are used by UE to compute InactiveMAC-I will not change neither when the UE handles reject case.

Observation 3: Attacker could trigger a replay attack by replaying eavesdropped RRC Connection Resume Request message with change of type to RNAU to the same target cell, which may cause undesired actions.
Observation 4: According to RAN2 agreement, the UE will delete the AS context after cell reselection while wait timer received from RRC Connection Reject message is running. Thus, the UE and the target gNB do not need to maintain reject counter for other cells.
Proposal 1: In general case, the solution proposes to add fresh parameter reject counter to the input of computation of InactiveMAC-I. The target gNB shall send the reject counter to the source gNB to verify the InactiveMAC-I.
Proposal 2: In reject case, the UE and the target gNB should maintain and count for the reject counter. 
Proposal 3: Endorse the proposed solution to current TS 33.501.
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