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Decision/action requested

It is requested to endorse the proposals in the paper.
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Rationale

3.1
Introduction
As described in clause 6.4.6 in TS 33.501 [1], the protection of initial NAS message covers two cases for which provided two totally different handlings:

Case (1) : The UE has a valid 5G NAS security context; and
Case (2) :  The UE has no valid 5G NAS security context.
For Case (1), the main handling principle is to provide a partial initial NAS message ciphering. For Case (2) , the main handling principle is to split a complete initial NAS message into two parts: one is in cleartext containing only essential and non-security-sensitive IEs which is sent in the initial NAS message and another is in ciphertext which is sent later in the NAS Security Mode Complete (SMC) message.

This solution has been discussed in SA2 and CT1 many times, and several rounds of LSs among related working groups, e.g. S3-182126/S2-187505 [2], S3-181627/S2-184510 [3], S3-182125/C1-183727 [4], etc. The paper provides an evaluation of the solution, and proposes not to implement partial ciphering solution in Rel-15.  
3.2
Solution Evaluation
Taking into frequency, protocol impact, required amount of 3GPP work and ciphered IEs into account, the evaluation on these use cases can be shown in below table 1:

Table 1: Evaluation on Case (1) and Case (2) for initial NAS message protection
	Use cases
	Frequency (How often happened in the field)
	Protocol impact
	Required 3GPP work
	Ciphered IEs

	Case (1): The UE has a valid 5G NAS security context
	Very often, the majority case happened in the field. 

Normally, once a UE has sucessfullly registered to the 5GC, a valid 5G NAS security context shall be stored in the USIM or in a non-volatile memory in the ME.
	· May need to define the scope of the cleartext IE and a clear and stable criteria is required.

· May need to define a new security header type for the partial cipering of initial NAS messages. 

· Impacts the handling of the initial NAS messages at both the UE and the network sides.
	· Requires CT1 and SA3 work.

· Requires CT1-SA3 coordination via LS on new NAS IEs. SA2 possibly need to give green light to the new NAS IEs.

	PDU Session status,

List Of PDU Sessions To Be Activated, 
Follow on request, 
MICO mode preference, 
Requested DRX (may be exposed in TAU), 
UE 5GC Capability (may be exposed in TAU)

	Case (2): The UE has no valid 5G NAS security context
	Rare case happened in the field. Typically, it only happens in following scenarios:

(a) A new UE that switches on the very first time.

(b) A UE inserted a new USIM card.

(c) A UE has never been registered to 5GC attached to 2G/3G/4G and then move to 5GC in idle mode.
	· Needs to define the scope of the cleartext IE and a clear and stable criteria is required.

· The UE needs to split a complete initial NAS message into two parts before initiating the NAS procedure. The UE needs to buffer the ciphertext IEs.

· The AMF needs to pick-up the ciphertext IEs from the SMC message to re-assemble a complete initial NAS message before processing the ongoing initial NAS procedure.

· Impacts the handling of initial NAS messages and the SMC message at both the UE and the network sides. 
	· Requires CT1 and SA3 work.

· Requires SA2 work.

· Requires CT1-SA2-SA3 coordination via LS on new NAS IEs. 
	PDU Session status,

List Of PDU Sessions To Be Activated, 
Follow on request, 
MICO mode preference, 
Requested DRX (may be exposed in TAU), 
UE 5GC Capability (may be exposed in TAU)


Observation #1: Case (1) is more often happened in the field than Case (2).

Observation #2: Case (2) has huge protocol impacts, and requires inter-WGs coordination work.
Below are our detail considerations for above proposals:

(1) We would like to highlight that for EPC IWK in both Case (1) and (2), no security enhancement was done. It was agreed by SA2 and SA3 that the EPS NAS message container IE containing the complete TAU Request message in the case idle mobility from 4G, is sent in the clear. As per current message defintion given in TS 24.301 sub 8.2.29, for TAU Request message, it actually includes many other IEs which is not in the cleartext IEs agreed by SA3, e.g. [UE network capability, DRX parameter, MS network capability, Mobile station classmark 2, Mobile station classmark 3, Supported Codecs, Voice domain preference and UE's usage setting, Device properties, MS network feature support, Extended DRX parameters, UE additional security capability]. Note that these IEs are also confidentiality-sensitive due to attackers may interest to hijack them. Moreover, these IEs may expose the ciphertext IEs which are sent in NAS SMC message later, e.g. the "UE network capability" IE will expose  the "S1 UE network capability" IE, the "Voice domain preference and UE's usage setting" IE will expose the "UE's usage setting" IE, the  "DRX parameter" will expose the "Requested DRX parameters" IE, etc. If all these IEs are sent in the clear, what is the real benefits to protect other non-confidentiality-sensitive IEs? If no benefit for EPC IWK (i.e. scenario (c) in table 1), then the benefit of this SA3 feature in Case (2) is only restricted into scenario (a) and scenario (b) in table 1, which are even more rare happened.

Observation #3: Many IEs ciphered in case (1) and case (2), e.g. UE 5GC Capability, UE's usage setting, Requested DRX may be exposed in EPC IWK in case (2).
(2) For Case (2)  its cost may outweith the benefits. One side as stated above, its benefits is very small considering many key IEs, which really need confidentiality protection are still sent in clear, e.g. it cannot protect SUPI, and SUPI can actually be protected by SUCI method. On other side it rarely happens in the field and created bigger protocol impacts.

Observation #4: Many IEs which really need confidentiality protection are not ciphered in case (2).
(3) We also have a big concern on the possible product performance impact for Case (2) : 
a) This is the first time for the UE implementation to split one complete initial NAS message into two parts before initiating the NAS procedure. The UE’s implementation logic is totally changed.
b) The UE needs to buffer the ciphertext IEs separately until a time when SMC is sent. In some abnormal cases, e.g. transport failure due to low layer failure, the UE needs to retry up to 5 times for the initial NAS message which only includes the cleartext IEs while still holding onto the ciphertext IEs. In the worse cases, the ciphertext IEs needs to be buffered for very long time, e.g. in case of T3502 (12m) is started. All these will potentially waste UE’s processing, capacity and memory.

c) This is the first time for the CN node (i.e. AMF) implementation to re-assemble two parts of IEs into a complete initial NAS message before processing the NAS procedure. The AMF’s implementation logic is totally changed.
d) The AMF cannot foresee whether there is an additional information will be included in the SMC message, and whether the additional information will be a complete initial NAS message or only the ciphertext IEs. In case of only the ciphertext IEs were included in the SMC message, the AMF needs to decipher and pick-up the ciphertext IEs from the SMC message and use the previous received cleartext IEs to re-assemble a complete initial NAS message. All these make the AMF implementation more complicated, and may introduce delay for AMF handling.

Observation #5: Case (2) may affect both UE and AMF’s performance.
(4) In EPS Initial Attach, the only parameters that were deemed sensitive (and were sent using ESM Information Response after security activation) were the APN and the PCO (actually the intent was to only protect the CHAP credential for access to a private network that is carried within the PCO). In contrast, in the 5G System the APN/DNN is sent in SM messages and the CHAP credential has been replaced with the secondary EAP-based authentication, so neither of these two sensitive parameters is present in the Initial NAS message.

Observation #6: 5G initial attach is already an improvement over LTE.
On the one hand, the initial NAS message protection solution cannot cipher all the desired IEs in the intitial NAS message, and also exposes many IEs which has ciphered in NAS SMP, it may not achieve the orignal security goal for initial NAS message protection. One the other hand, the the solution has huge protocol impacts, requires inter-WGs coordination work, and affects both UE and AMF’s performance. Based on these observations and time critical nature of completing R15, we insist below proposal:
Proposal 1: SA3 does not implement the initial NAS messages protection in Rel-15.
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Detailed proposal

SA3 is requested to endorse the following conclusions.

Observation #1: Case (1) is more often happened in the field than Case (2).

Observation #2: Case (2) creates big protocol impacts, and requires inter-WGs coordination work.
Observation #3: Many IEs ciphered in case (1) and case (2), e.g. UE 5GC Capability, UE's usage setting, Requested DRX may be exposed in EPC IWK in case (2).

Observation #4: Many IEs which really need confidentiality protection are not ciphered in case (2).
Observation #5: Case (2) may affect product performance of both UE and AMF.

Observation #6: 5G initial attach is already an improvement over LTE.
Proposal 1: SA3 does not implement the initial NAS messages protection in Rel-15.
