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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a 

	
	Feature

	x
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	750016
	Security aspects of 5G System - Phase 1
	parent WID


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	770033
	Study on security aspect of 5G Network Slicing Provisioning
	Preceding study in SA3 (TR33.811)

	760066
	Management and orchestration of networks and network slicing
	Ongoing work in SA5, input to this WI. 

· TS28.530 Concepts, use cases and requirements

· TS28.533 Management and orchestration architecture

	760065
	Provisioning of 5G networks and network slicing; Management and orchestration of networks and network slicing;
	Ongoing work in SA5, input to this WI

· TS28.531: Provisioning
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Justification

3GPP SA5 is completing the following Rel-15 specifications 

· Management and orchestration of 5G networks and network slicing
· TS 28.530 Concepts, use cases and requirements
· TS 28.533 Architecture framework
· Provisioning of 5G networks and network slicing
· TS 28.531: Provisioning
As specified in TS28.531 and TS28.533/530, the provisioning of an NSI is realized through management services. These services are accessed by management service consumers (network operators or vertical industry) through standardized management service interfaces. Therefore, these management services and interfaces must be securely protected, e.g. from unauthorized access, modification, gaining confidential information, and replay attacks etc. 

In Sept 2017, 3GPP SA3 initiated a corresponding study on the threats, potential security requirements and solutions for the features of 5G network slicing management. It has been agreed that the management interface shall be securely protected. It is thus the motivation and objectives of this Work Item to specify the normative text for the security protection.
4
Objective

The objective of this work item is to specify the security aspects of the network slicing management. Specifically,:
· Mutual authentication between the management service producer and management service consumer;

· Authorization, Integrity protection, replay protection, confidentiality protection and privacy protection for communications through the management interfaces. 
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Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#

	TS33.501
	Clause added to specify the security aspects of slice management 
	3GPP SA#81

Sept. 2018
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Work item Rapporteur(s)
LEI, Zhongding (Zander), Huawei, lei.zhongding@huawei.com 

7
Work item leadership

SA3
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Aspects that involve other WGs
This spec may affect SA5’s R15 work for network slicing management.  
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Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	China Mobile

	China Unicom

	CATR

	CATT

	

	


