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1
Decision/action requested

This contribution proposes a pCR for a key issue to TR 33.861.
2
References

[1]   3GPP TR 23.724 v040: “Study on Cellular IoT support and evolution for the 5G System.”
3
Rationale





It is expected that the number of CIoT devices will increase exponentially. It is necessary to consider how to handle the scenario if a massive number of CIoT devices are compromised to mount DoS attacks on the network. If this happens, the consequences are serious. 
This proposal aims to introduce a key issue to investigate how gNB can be protected from DoS attack from CIoT devices.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: gNB Protection from CIoT DoS attack
5.X.1
Key issue details

With the rapid growth of CIoT, there will be a massive number IoT devices conntected to 5G network. IoT ecosystem is concerned that there is considerable high risk of large-scale service interruption due to possible CIoT DoS attacks. In addition, many IoT device developers are primarily concerned with CIoT devices internet functions rather than security. Not only that but some IoT device manufactures don’t even have secure production environment. These factors may introduce a large number of IoT devices with very weak security capabilities. Furthermore, most of IoT devices will be deployed in unmanned places where attackers can easily access and utilized these IoT devices to launch DoS attacks against the network. 
gNB is the first gate for CIoT devices in 3GPP network; it faces serious threat of DoS attacks and it should provide solid security mechanism to identify and prevent DoS attacks from CIoT devices.
5.X.2
Security threats

· In IoT scenarios, many IoT devices will be deployed densely such as smart meters and shared bicycles. Attackers can hijack these IoT devices which deployed approximately in same location to launch DoS attack on the control/user plane against the gNB by sending a large number of bogus packets to gNB. This attack could exhaust gNB resources, thus it cannot provide its fundamental function of internet access.
Maliciously the RRC signalling exchanged before AS security activation can be used to cause DoS attack to gNB. For example, attackers may compromise a large number of IoT devices to send access request messages repeatedly, send mass number of Random Access to gNB in a short time to occupy preamble to cause other normal IoT devices fail to access. Attack may also construct malicious RRC signalling to attack gNB.
After As security activation, IoT devices can be used maliciously to send a large number of signallings or user plane packets to gNB, for example, send massive RRC signalling or UP data such as, RRC re-establishment/RRC resume/User plane packets etc. to cause gNB exhaust the process resource to make the gNB deny service.

5.X.3
Potential Security requirements

Anti-DoS mechanism should be considered for gNB as well as Uu interface in 3GPP：
1) gNB should support a mechanism to identify and mitigate DoS attack caused by RRC message from IoT devices.
2) gNB should have the security capability to indentify and mitigate DoS attack caused by UP data from IoT devices.
*************** End of Change ****************
