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1
Decision/action requested

SA3 is kindly requested to endorse the pCR in section 4 into TR33.861
2
References
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3
Rationale

During SA1 feasability study of new services and technology enablers for mIoT as in [1], SA1 clearly identified “Group based security” as one of the key security consideration that needs to be addressed for massive IoT. In that study, SA1 clearly listed two group based security requirements:

· The 3GPP system shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of devices.

· The 3GPP system shall support a secure mechanism to transmit the same information to multiple devices.
In addition, SA1 clearly specified in [4] that 5G network is required to efficiently secure mechanism to transmit the same data to a group of CIoT devices and to reduce any security signalling overhead.
· The 5G system shall minimize security signalling overhead without compromising the security level of the 3GPP system.
· The 5G system shall support an efficient secure mechanism to transmit the same data (e.g., service provisioning multiple sensors) to multiple UEs.
On the other hand, SA2 has documented a key issue in [2] to allow group communications for CIoT devices. It is obvious that these communications need to be secure.

With the above in mind, this contribution is proposing a key issue for the SA3 study on CIoT for studying “Secure communication for a group of CIoT devices” to be added as one of the key issues that needs to be studied in [3].

Since all changes are new, CB was not used. SA3 is kindly requested to approve adding the KI proposed under section 4 to TR33.861.
4
Detailed proposal
*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: Secure communication for a group of CIoT devices
5.X.1
Key issue details

Group communications for CIoT devices is a key issue identified in [2]. It is obvious that these communications need to be secure. In addition, several requirements which require the 5GS to efficiently reduce security signalling overhead and at the same time to optimize network resources when communicating the same information to a group of CIoT devices are also captured in [1].

Bidirectional group communication between groups of CIoT devices and the 5GS is therefore an important aspect of CIoT services. In naddition to 5GS efficiently deliver the same information to a group of CIoT devices without the need to transmit this information individually to each CIoT member of the group, such communication has to be secure.

Furthermore, this means that the group communication is secured within and that the security is not shared with group(s) of CIoT devices.
5.X.2
Security threats

If the group of CIoT devices can not communicate securely, the following security threats tare possible:

· A member of the CIoT group may abuse the group secure communication and prevent services for the rest of the group CIoT devices.

· A CIoT device may try to use available group secure communication resources of a group of CIoT devices which is not a member of. 

5.X.3
Potential Security requirements

1) 5GS should have the ability to securely identify each member of the CIoT devices which is allowed to use the secure group communication resources.

2) The privacy of each CIoT device information within the group of CIoT devices should be protected.

3) Each memebrs of the CIoT group of devices should be able to authenticate messages transmitted utilizing the group communication secure resources.

4) The network should be able to validate the authenticity of information or messages transmitted utilizing the secure CIoT group communication are being transmitted by a member of the CIoT group.

5) 5GS should be able to ensure the communications of the members of the CIoT device are authorized.
6) 5GS should have be able to reject unauthorized communication by any member of the CIoT device group.

*************** End of Change ****************
