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1	Decision/action requested
Discussion and endorse the recommendation
2	References
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3	Rationale
[bookmark: _Hlk518915884]a) In 33.501 Clause 6.9.3	Key handling in mobility registration update there is a statement, 
“KSEAF shall not be stored in the UDSF “.  There is  a need to remove  this limitation imposed on KSEAF storage in the UDSF to support SA2 Compute-Storage architectural separation principle.
b) As per TS 23.501 definition, 
“6.2.12	UDSF
The UDSF is an optional function that supports the following functionality:
-	Storage and retrieval of information as unstructured data by any NF.
NOTE:	Deployments can choose to collocate UDSF with UDR. “
[bookmark: _Toc517082249]“7.2.13	UDSF Services
The following NF services are specified for UDSF:
Table 7.2.13-1: NF Services provided by UDSF
	Service Name
	Description
	Reference in TS 23.502 [3]

	Nudsf_UnstructuredDataManagement
	Allows NF consumers to retrieve, create, update, and delete data stored in the UDSF.
	5.2.14


“
Also in 
[bookmark: _Toc517081838]“4.2.5	Data Storage architectures
As depicted in Figure 4.2.5-1, the 5G System architecture allows any NF to store and retrieve its unstructured data into/from a UDSF (e.g. UE contexts). The UDSF belongs to the same PLMN where the network function is located. CP NFs may share a UDSF for storing their respective unstructured data or may each have their own UDSF (e.g. a UDSF may be located close to the respective NF).

Figure 4.2.5-1: Data storage architecture for unstructured data from any NF “
c) Compute Storage separation in 5G Architecture: In TS 23.501 Annex C, principles for the separation of compute and storage functionalities in 5G architecture is described. The architecture allows both stateful and stateless NFs using an external storage function such as UDSF. AMF planned removal with UDSF (clause 5.21.2.2.1) and AMF auto-recovery (with UDSF option in clause 5.21.2.3) assume that a storage entity/UDSF is used either as a primary storage or secondary storage by the AMF for storing UE contexts. Hence prohibiting storage of UE context in UDSF will result in not supporting these architecture options. 
d) Requirement to protect KSEAF leakage: In the 5G key hierarchy, KSEAF is an anchor key and it is a security requirement to prevent leakage of KSEAF. But by prohibiting storage of KSEAF in UDSF alone, this leakage cannot be prevented. In whatever way SEAF is implemented in the network, i.e. as a stand-alone entity collocated with AMF, or as a separate virtualized entity, there is a need to ensure that the UE context and keys do not leak. This is applicable for all network elements in the 5G architecture and keys stored there respectively. Thus, there is no reason to limit the key storage to SEAF, but to rather be specific about the security requirement if virtualization aspects apply.
e) Even though the Nudsf interface details are unspecified, like any Service based interface, the NF-NF communication over the Nudsf interface is secured by TLS or something similar.  The UE ID used in every NF need to be secured, including the parameters like ‘IMSI’ received from AUSF..

4	Detailed proposal
1) Since KSEAF is like every other key, it is proposed to delete this limiting sentence from TS 33.501 clause 6.9.3	Key handling in mobility registration update.
“ KSEAF shall not be stored in the UDSF. “
2) To address the security requirement when user data is stored external to an NF, a new clause is proposed as shown below, under Core network security clause.
“ 5.9.2.x	Security requirements on external data storage
5G System allows compute-storage separation as described in TS 23.501 [2]. In this case user data is stored external to an NF and the following requirement needs to be fulfilled. 
When user contexts are stored external to an NF, i.e. UDR or UDSF, implementations should ensure privacy, security of sensitive information, and that there is no data leakage. The NF-to-storage communication should be secured.”
Please find attached the accompanying CRs S3-1xxxxxx and S3-1xxxxxx for these changes.
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