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1
Decision/action requested

This paper discusses the scenarios when multi-NAS connections exist during mobile registration update.

2
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3
Discussion

Considering multiple registration, in same or different PLMN, following figure illustrates scenarios for mobile registration update:
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Proposal 1: Adopt protocol flows for mobile registration update considering multiple NAS connections.
For multiple registration in different PLMN, security contexts are separate per PLMN, UE needs to handle the mobility separately.

If UE registers both over 3gpp and non-3gpp in different PLMN, e.g. 3gpp in PLMN1 and non-3gpp in PLMN2, then if AMF in PLMN2 performs authentication over non-3gpp with UE, UE will create a partial native security context only associated with the NAS connection over non-3gpp, and only NAS SMC over non-3gpp access associated with the partial native security context is needed.

If UE registers both access types in same PLMN, re-authentication over any access type will make UE creating a partial native security context associated with both access types (or both NAS connections), and NAS SMCs over both access types associated with the partial native security context are needed.

Proposal 2: In case of authentication over any access type, UE associates partial native security context with the access type or both access type depends on whether multiple registration in different PLMN or same.

Proposal 3: If partial native security context transferred from source AMF to target AMF during mobile registration update, target AMF shall perform NAS SMC over all NAS connections.
For multiple registration in same PLMN, following rules are agreed by SA3:

Concurrency rule: “The UE shall not initiate a NAS registration over a second NAS connection to an AMF of the same network before primary authentication on the first NAS connection is complete.”

This rule allows the AMF to transfer security context after primary authentication is finished while NAS SMC has not been initiated (e.g. re-auth over non-3gpp, N3IWF is far from UE and context transfer request arrives at source AMF before auth response). Hence UE will create a partial native security context associate with both NAS connections.
NAS SMC rule: NAS SMC shall be performed over both NAS connections if primary authentication is performed, Kamf is changed, or NAS algorithms are changed.
Authentication rule: Authentication on one NAS connection does not impact security context used for another NAS connection.

Following figures illustrates procedures according to the scenarios and rules above.

For case B (multi-multi) or D (multi-sing) without re-authentication while Kamf changed by horizontal derivation (for case D, NAS SMC over non-3gpp cannot arrive at UE):
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For case B (multi-multi) or D (multi-single) with re-authentication before context transfer (Kamf changed) (for case D, NAS SMC over non-3gpp cannot arrive at UE):
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In these cases, as new Kamf has not been activated, source AMF does not need to perform horizontal derivation. And as the Kamf is in partial native security context, target AMF does not need to perform re-authentication again, and NAS SMC shall not contain UL NAS COUNT, which will indicate UE to perform horizontal derivation.
Proposal 4: Do not allow source AMF to perform horizontal derivation from Kamf in partial native security context.
Proposal 5: If transferred security context is partial native (generated by authentication procedure), target AMF shall not perform authentication procedure again.
Proposal 6: If transferred security context is partial native, target AMF shall not include UL NAS COUNT in the NAS Security Mode Command.
For case C (single-multi) and E (single-single inter-RAT) without re-authentication while Kamf changed by horizontal derivation (for case E, NAS SMC over non-3gpp cannot arrive at UE):
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In these cases, before mobile registration update, there’s only one NAS connection over non-3gpp access between UE and source AMF. If source AMF decides to perform horizontal derivation during mobile registration update, due to there’s no UL NAS COUNT specific to 3gpp access, UL NAS COUNT specific to non-3gpp access can be used as the derivation parameter.

Proposal 7: Horizontal derivation parameter can be UL NAS COUNT specific to non-3gpp access if there’s no UL NAS COUNT specific to 3gpp access.
For case C (single-multi) and E (single-single inter-RAT) with re-authentication before context transfer (Kamf changed) (for case E, NAS SMC over non-3gpp cannot arrive at UE):


[image: image5.emf]UE N3IWF gNBs

Source 

AMF

Target 

AMF

UE registered via N3IWF (non-3GPP access) – Single 

Registered

Mobile registration Mobile registration

Context transfer Req.

Context transfer Resp.

(partial native security context

[new Kamf {Kseaf->Kamf},

keyAmfChangeInd,

UL NAS COUNT-non 3gpp])

3gpp: NAS security mode command

non-3gpp: NAS security mode command: identical with 3gpp

3gpp: NAS security mode complete

non-3gpp: NAS security mode complete

Mobile registration accept

Source AMF performs primary authentication over non -3gpp 

access, UE and source AMF create partial native Security 

Contextassociate with both NAS connetions

Update sec. 

context for 3gpp

Update sec. context 

for non-3gpp

Arrive before 

Auth-Response

Protect with old 

sec. context (full 

native) for 3gpp


4
Conclusion
Proposal 1: Adopt protocol flows for mobile registration update considering multiple NAS connections.
Proposal 2: In case of authentication over any access type, UE associates partial native security context with the access type or both access types depends on whether multiple registration in different PLMN or same.

Proposal 3: If partial native security context transferred from source AMF to target AMF during mobile registration update, target AMF shall perform NAS SMC over all NAS connections.
Proposal 4: Do not allow source AMF to perform horizontal derivation from Kamf in partial native security context.
Proposal 5: If transferred security context is partial native (generated by authentication procedure), target AMF shall not perform authentication procedure again.
Proposal 6: If transferred security context is partial native, target AMF shall not include UL NAS COUNT in the NAS Security Mode Command.
Proposal 7: Horizontal derivation parameter can be UL NAS COUNT specific to non-3gpp access if there’s no UL NAS COUNT specific to 3gpp access.
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