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Attachments:


1. Overall Description:

CT4 thanks SA3 for their LS response on TLS and inter PLMN routing. CT4 further investigated the impacts to CT4 specifications due to the SA3 suggested solution "Using local SEPP FQDN in request URL" and CT4 identified the following impacts.

1. Specification of a custom HTTP header in 3GPP TS 29.500

2. Specification of SEPP behaviour on receiving this custom HTTP header, in 3GPP TS 29.500.

As indicated in the earlier CT4 response, CT4 would like to consider this solution as the last resort solution as it impacts the basics of HTTP routing specified in IETF RFC 7230 and it also makes it mandatory for the NF service consumer (application) to be aware of the URI of the SEPP. 
In view of that CT4 did a detailed analysis of the various solution options provided by SA3 and would like to highlight the following points:

1. The disadvantages of the bump in TLS solution as highlighted by SA3, are already encountered by CDN providers and corporate HTTP proxies and the scale they have to deal with is much larger. For example, CDN providers deliver from their infrastructure, the contents for which they are not authoritative and the amount of content they deliver is far more in number as compared to the number of PLMNs / NFs that SEPP has to act as a man in the middle. IETF is currently discussing the following draft as potential solution to mitigate the same.

https://tools.ietf.org/html/draft-ietf-tls-subcerts-01
In addition certificate delegation for PLMN scope wildcard certificate can also be considered.

2. TLS tunnel or VPN from NF to SEPP can't be straightaway rejected citing QUIC as the reason. This solution can at least be applied when TLS over TCP is used as transport and the QUIC issue can be mitigated in future using certificate presentations on behalf of HPLMN NF (based on operator agreements), similar to bump in TLS.
2. Actions:

To SA3 group.

ACTION: 
CT4 kindly requests SA3 to take the above feedback into consideration and to preferably consider solutions that do not alter the HTTP routing mechanism, if possible.
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