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1. Overall Description:

SA2 would like to thank CT1 for their LS (S2-186325/C1-183727).
Regarding the use of partial encryption in the Initial NAS message, and considering also the LS reply from SA3 (S2-186323/S3-181933), SA2 would like to provide the following view.
The previous SA2-SA3 correspondence (see SA2 reply in S2-184510) has focused on parameters that need to be sent as clear text in order to enable appropriate handling in the network. Thus far SA2 is not aware of whether and which of the remaining parameters if sent in clear would represent a security threat. 
For instance, if one omits the parameters from the Registration Request message for which SA2 replied to SA3 that they need to be sent as clear text (see S2-184510), what remains in the Registration Request message is the following: UE 5GC Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX parameters.

In reference to the specific questions in the CT1 LS, SA2 would like to provide the following replies:
CT1 Question#2 to SA2, SA3: What are the criteria determining which IEs should be ciphered or be sent in the clear?

The previous SA2-SA3 correspondence (see SA2 reply in S2-184510) clarified which parameters need to be sent as clear text, the criterion being to allow appropriate handling in the network. SA2 is not aware of any analysis on whether the remaining parameters in the Initial NAS message require ciphering and why.
CT1 Question#5 to SA2: Whether there are impacts on stage 2 procedure as a result of this?
The Stage 2 impact is that some IEs would not be sent in the initial message (e.g. Registration Request), but would need to be sent in another message of the same procedure.

SA2 would like to ask SA3 to analyze and indicate which, if any, of the remaining parameters in the Initial NAS message contain sensitive information that could be misused by attackers and that would require to be encrypted.

2. Actions:

To CT1, SA3:
ACTION: 
SA2 respectfully asks CT1 and SA3 to take the reply above into consideration.
To SA3:

ACTION: 
SA2 respectfully asks SA3 to analyze and indicate which, if any, of the remaining parameters in the Initial NAS message (e.g. in the Registration Request message the remaining parameters are UE 5GC Capability, PDU Session status, List Of PDU Sessions To Be Activated, Follow on request, MICO mode preference, Requested DRX) contain sensitive information that could be misused by attackers, and that would require to be encrypted.
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