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1
Decision/action requested

This contribution proposes a new KI for TR 33.861.
2
References

[1]
S3-182079: 
Study on evolution of Cellular IoT security for the 5G System (Release 16)
3
Rationale

TR 23.724 introduces the need to provide solutions to support efficient data transmissions for massive deployment of IoT devices, including low complexity, power constrained, and low data-rate CIoT UEs. It is expected that the number of CIoT devices will increase exponentially creating additional load on network-based security functionality, including management of AKA credentials.
The security-related signalling and credentials management overhead for Massive IoT deployments may become overwhelming for the networks that serve them and may cause the availability failure.
This contribution proposes a new Key Issue for TR 33.861 to address the availability of networks in Massive IoT deployments.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.861.
***
BEGIN CHANGES
***

5.V
Key Issue #V: Security-related signaling and authentication credentials management overhead for massive IoT deployments
5.V.1
Key issue details
The security-related to credentials management for Massive IoT deployments may become overwhelming for the networks and may lead to an inefficient use of network resources. The security-related signaling overhead for Massive IoT deployments may become overwhelming for the networks and may lead to unavailability on the network.
5.V.2
Security threats
The overhead for the management of security-related credentials for Massive IoT deployments may become overwhelming for the networks and may lead to an inefficient use of resources. Excessive identification and authentication signalling overhead may cause the authentication availability.
5.V.3
Potential security requirements
5G CIoT system should limit the signalling overhead for identification and authentication.

5G CIoT system should limit the overhead associated with the management of authentication credentials (i.e., AKA credentials) for Massive IoT deployment scenarios.

***
END OF CHANGES
***

