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1
Decision/action requested

It is proposed to add the proposed key issue to the TR 33.385.
2
References

N/A
3
Rationale

The proposed key issue details and security threats in Section 4 below are self explanatory. 

It can be noted that the architecture of AKMA has not been defined yet. The study item description states: “The objectives of the study are to identify key issues, derive requirements and solutions to support authentication and key management for applications and 3GPP services based on 3GPP credential in 5G”. For the purposes of the present document it is assumed that the “applications” and “3GPP services” are commonly called AKMA AF. 
4
Detailed proposal

***
BEGIN CHANGES
***
5.X
Key Issue #X: Protection of AKMA architecture interfaces
5.X.1
Issue details
The interfaces utilized by the AKMA architecture between the 5G system and the 3GPP services and application functions (commonly called AKMA AF) are supposed to transfer key material and and therefore needs to be properly evaluated. 
5.X.2
Security Threats
In case the interfaces used by AKMA architecture lack confidentiality, integrity and replay protection between authenticated endpoints it will be possible for an attacker to eavesdrop, alter data unnoticed and replay packets.
5.X.3
Potential security requirements
The interfaces utilized by the AKMA architecture between the 5G system and the 3GPP services and application functions shall support confidentiality, integrity and replay protection between authenticated endpoints.
***
END OF CHANGES
***
