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1
Decision/action requested

This contribution suggests that SA3 should look into work on introduction of perfect-forward secrecy to the protocols associated with authentication and setting up 5G network access security for Release 16.
2
References

 None
3
Rationale

Current 3GPP 5G access security mechanisms do not provide perfect forward secrecy. In other words, the compromise of the shared keys stored in operator authentication servers and SIM/USIM cards means that communications authenticated with those keys are potentially compromised as well. Attacks to recover large numbers of keys stored on the SIM cards have been reported and speculated in press. While the occurrence of those attacks has not been confirmed, it seems prudent to take steps that address this type vulnerability to the extent that we can. 

Actions along three tracks have been pursued. To begin with, practices, processes, and techniques related to manufacturing SIM cards, transferring secrets to operators, and managing operator authentication servers have been carefully scrutinised.

In addition, the 3GPP has worked on two protocol-related solutions to that complement each other. First, there is ongoing work on a mechanism that would allow the long-term secrets on SIM cards to be changed. This addresses the need to depend on a single secret, perhaps installed a long time ago. 

The second protocol-related solution track is the introduction of perfect-forward secrecy to the protocols associated with authentication and setting up 5G network access security, on a per-connection basis. This would provide key exchange characteristics similar to many other modern protocol designs.

This contribution suggests that the SA3 should look into completing the work to the latter track for Release 16. In previous meetings, there has been work both looking at the need and requirements for perfect forward secrecy. Numerous solutions have been presented in contributions, and the solutions in general seem tractable. There is work in other standards organisation that may be leveraged.

As a result, is seems logical that work to address the vulnerabilities and provide perfect forward secrecy should move forward. Ericsson would like to solicit others who are interested in pursuing this work, and is itself committed to taking the work to completion. 
