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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TR 33.835
2
References

[1]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
3
Rationale

It is well understood that the GBA/GAA [1] would be the one of the starting points for the architectural design of the AKMA feature. However, due to the differences between the 5GS and EPS/UMTS, it is not clear how the GBA architectural entities map to the 5GS ones, especially due to the introduction of the AUSF in 5GS. Nevertheless, one main observation is that the need for a BSF-equivalent, i.e. an anchor function for UE authentication in the 5G Core, is undeniable. This contribution proposes content to KI#1 on the architecture highlighting these aspects.
4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.835.
***
BEGIN CHANGES
***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
***
NEXT CHANGES
***

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>
5GS
5G System
5GC
5G Core
AKA
Authentication and Key Agreement
AKMA
Authentication and Key Management for Applications
AKMA AF
AKMA Application Function
EPS
Evolved Packet System
GBA
Generic Bootstrapping Architecture

GAA
Generic Authentication Architecture
NAF
Network Application Function
SBA
Service Based Architecture
***
NEXT CHANGES
***

5.1
Key Issue #1: Architecture

5.1.1 Issue detail


The GBA/GAA features specified in TS 33.220 [x] leverage the EPS/UMTS authentication infrastructure (especially the HSS) to provide the security between the UE and an application function in the network with which the UE interacts on the User Plane. It should be noted that GBA uses UMTS AKA and that the HSS privides the CK/IK to the BSF instead of Kasme.
Figure 5.1.1-1 below shows the architecture of the features. GBA allows mutual authentication and the establishment of shared keys between the UE and BSF over the Ub interface. GAA, on the other hand, enables using such shared keys for protecting the access to a NAF. In principle GBA keys can be used to secure any protocol between a UE and a NAF over the Ua interface.
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Figure 5.1.1-1: GBA and GAA reference architecture from TS 33.2020 [x]
Since the AKMA feature is intended to leverage the 5GS authentication infrastructure to provide similar services, it is understood that GBA/GAA would be one of the starting points for the architectural design of AKMA. However, due to differences between the 5GS and EPS/UMTS there is no direct equivalent of the BSF and HSS in the 5GC. These differences include, but are not limited to, the following:
-
The subscription data including the AKA credentials are stored in the UDM. However, it is another function, the AUSF, that is directly involved in the Primary Authentication procedure towards the serving PLMN.

-
The Primary Authentication procedure establishes a shared key (KAUSF) between the UE and the AUSF while no such key exits in the EPS key hierarchy.
-
The Primary Authentication is terminated in the AUSF by comparison to EPS where it is terminated in the MME.
-
All the internal interfaces in the 5GC are SBA-based by comparison to the DIAMETER-based Zh and Zn interfaces in GBA.
As shown in Figure 2, the AKMA architecture will naturally include an AKMA Application Function with wich the UE communicates over the User Plane. The AKMA AF interacts with an anchor function, the BSF-equivalent, in the 5G Core. It is only logical to assume that such an anchor function is needed to authenticate the UE and potentially to provide key management services towards the AKMA AF.
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Figure 5.1.1-2: Role of the anchor function in the AKMA architecture
Therefore, solutions to this key issue must address the following aspects.

-
How the anchor function is realized.

-
The interfaces involving the anchor function, the UE, the AKMA AF and other 5GS functions.

-
The procedures flow for the UE authentication and the management of the resulting bootstrapped keys used to secure the communication between the UE and the AKMA AF.
5.1.2 Security Threat

Without an anchor function for UE authentication, a malicious UE could impersonate legitimate UEs towards the NAF. This opens for different types of attacks on both the legitimate users and the AKMA application provider such as DoS, service theft, fraudulent charging, etc. 
5.1.3 Potential security requirement
Tha AKMA architecture shall support an anchor function in the 5GC for UE authentication.
***
END OF CHANGES
***
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