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Decision/action requested

Approve pCR to TR 33.841 below.
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Detailed proposal: pCR to TR 33.841
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7.1.3
Mitigations

If the risks are deemed sufficient, a simple mitigation for this threat is to include some random data in part of the counter block to ensure that the counter block is sufficiently unlikely to repeat across large numbers of different users. Alternatively, the key size could be made longer to render the attack impractical, though the attack still implies that the security is affected, and thus to maximise the security of the system, it could be advisable to randomise the IV regardless of the key size.

In the simple solution case, for NEA1/2/3 the 26 bits of 0-padding could be replaced with a random value. For more security, some of the 64-bit counter could be given over to a random field. The random value need only change when the encryption key changes. It needs to be established if this is sufficient, how many bits should be randomised, and if it introduces any further issues.
Many recent security protocols such as (D)TLS 1.3, DTLS 1.3, SRTP, Encrypted Content-Encoding for HTTP, and OSCORE use the unpredictable IV/Nonce Format described in Section 4.4 of [YY]. For the 3GPP radio algorithms, a 128-bit randomizer could be used, which would be exclusive-ored (XOR) with the same counter block (COUNT, BEARER, DIRECTION, 0-padding, COUNTER) as the current 3GPP NEA algorithms. This simple solution allows a maximum number of bits to be randomized. In addition, the randomizer can be derived from the same shared secret as the key and kept secret in a similar way as (D)TLS 1.3 and OSCORE, which further strengthens the security, see [XX].
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