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START OF CHANGES

***** CHANGE 1
A.1.1
General

All key derivations (including input parameter encoding) for 5GC shall be performed using the key derivation function (KDF) specified in TS 33.220 [28]. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below. 
NOTE: This specification uses for input key description "KEY" instead of "Key" as denoted in TS 33.220 [28] Annex B.2.0. 

***** CHANGE 2

A.4
RES* and XRES* derivation function 

When deriving RES* from RES, RAND, and serving network name in the UE and when deriving XRES* from XRES, RAND, and the serving network name in the ARPF, the following parameters shall be used to form the input S to the KDF. 

-
FC = 0x6B,

-
P0 = serving network name,

-
L0 = length of the serving network name ( variable length as specified in 24.501 [35]),

-
P1 = RAND,

-
L1 = length of RAND (i.e. 0x00 0x10) ,
-
P2 = RES or XRES,
-
L2 = length RES or XRES (i.e. variable length between 0x00 0x04 and 0x00 0x10) .
The input key KEY shall be equal to the concatenation CK || IK of CK and IK.

The serving network name shall be equal to the concatenation of the service code set to '5G' and the SN Id according to sub-clause 6.1.1.4 "Construction of serving network name". 
The (X)RES* is identified with the 128 least significant bits of the output of the KDF.
***** CHANGE 3

A.16
Derivation of KSN for dual connectivity

This input string is used when the MN and UE derive KSN during dual connectivity. The following input parameters shall be used:

-
FC = 0x79,
-
P0 = Value of the SN Counter as a non-negative integer,
-
L0 = length of the SN Counter value (i.e. 0x00 0x02).
The input key KEY shall be Kng-eNB when the MN is an ng-eNB and KgNB when the MN is a gNB.
END OF CHANGES


