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1. Overall Description:
SA3 started the study on evolution of Cellular IoT security for the 5G System (FS_CIoT_sec_5G). SA3 have found related service requirement in TS 22.261, which needed clarifications from SA1. According to TS 22.261, clause 8.3, the 5G system shall support an efficient means to authenticate a user to an IoT device (e.g., biometrics). SA3 had discussion to understand the requirement with different potential interpretation as follows, but could not reach common understanding:

a. User verification by UE for 3GPP service access. For 3GPP service access, UE (more specifically USIM) can check if the user is valid or not by PIN verification. However, certain types of IoT devices has no PIN input interface, so other means of user verification could be helpful (e.g. biometric authentication to wearable IoT device). It seems to make sense, but it uses the term ‘device’, instead of ‘UE’.
b. User authentication for 3GPP service access in non-UICC IoT device. This is to replace USIM based 3GPP authentication, where other credentials based by user identity is only supported or more efficient to use. Combined with the fourth requirement in the same sub-clause, this also makes sense. 
c. User authentication service for IoT service provider regardless of the 3GPP access authentication. 3GPP network operator provides User identity service and it could be used for 3GPP service enhancements as well (i.e. customization for better services across different devices). However, the requirement has no mention of services, and specifically addresses the IoT case. Notice that this requirement is related to SA1 study item FS_LUCIA.
SA3 asks SA1 group to provide clarification on the requirement, considering SA’s different interpretations. SA3 also likes to understand whether the requirement applies to IoT devices only or not.
2. Actions:

To SA1 group.

ACTION: 
SA3 kindly asks SA1 group to provide clarification on the requirement, considering SA3’s different interpretations. SA3 also likes to understand whether the requirement applies to IoT devices only or not.
3. Date of Next TSG-SA WG3 Meetings:)
SA3#93
12-16 November 2018


Spokane (US)

SA3#94
28 January – 1 February 2019

India (TBD)
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