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1
Decision/action requested

It is requested to add the new key issues on CIoT security capabilities of devices to TR 33.861
2
References

[xx]
TR 33.861 Study on evolution of cellular IoT security for the 5G System
3
Rationale

Cellular IoT devices or MTC devices in 5G have many different use cases, such as infrastructure sensing, smart factory/home, and persona health care. Different parties could control and provide the 3GPP CIoT services, whether it is 3GPP MNO or 3rd party services, which might require different provisions of configurations and security to devices. In some deployment settings, a large amount of devices should be provisioned in short period times. In addition, there might need to be re-provisioning or remote provisioning. All of these possibilities require efficient provisioning of devices. Without protection, the devices could be provisioned for different or malicious uses by attackers, or not function as intended by valid owners.

4
Detailed proposal

It is proposed to add the following new key issue in TR 33.861 [xx]. Whole text is new.
**** START OF CHANGES ****
5.x
Key Issue #x: Secure provisioning of CIoT devices
5.x.1 Issue detail
Cellular IoT devices or MTC devices in 5G have many different use cases, such as infrastructure sensing, smart factory/home, and persona health care. Different parties could control and provide the 3GPP CIoT services, whether it is 3GPP MNO or 3rd party services, which might require different provisions of configurations and security to devices. In some deployment settings, a large amount of devices should be provisioned in short period times. In addition, there might need to be re-provisioning or remote provisioning. All of these possibilities require efficient provisioning of devices. Without protection, the devices could be provisioned for different or malicious uses by attackers, or not function as intended by valid owners.

Editor's Note: It needs to be checked with other WGs, if CIoT or MTC devices needs to be provisioned again during its lifetime.
5.x.2 Security Threat

-
Attackers try to provision invalid configuration for its benefit, if the provisioning procedure is not protected. Device might not work as intended or consume up resource of devices or 3GPP network.

-
If attackers can access remote provisioning, a large number of devices could be in danger of incorrect provisioning.
5.x.3 Potential security requirement

- 
Provisioning of CIoT or MTC devices shall be protected from illegal access or modification. 

-
3GPP system shall support the detection of incorrectly provisioned devices by unauthorized parties.
**** END OF CHANGES ****
