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1
Decision/action requested

This pCR proposes a new Key Issue on the FMC function support in 5WWC from security perspective. It is proposed to approve this KI to TR 33.807
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3
Rationale

This pCR proposed a new key issue on general approach on the security aspect in 5WWC TR 33.807 [1] based on the discussion tdoc in [2].

4
Detailed proposal

Start of the proposed pCR.
* * * First Change * * * *
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* * * Next Change * * * *

5.X
Key Issue #X: Reuse of existing security solutions for FMC
5.X.1
Key issue details
5WWC can be characterized as a re-incarnation of FMC in 5G context.

3GPP already did the work on the general FMC related topic involving RG and basestation in H(e)NB in Rel.8 and Rel.9. Within the context of the 5WWC SI, from architectural perspective, the 5G-RG and W-5GAN are essentially equivalent to HNB and HNB-GW in UMTS HNB architecture.  Below is the reference architecture diagram for HNB stage 2 TS 25.467 [y].
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Figure 5.x.1-1: HNB access network reference model TS 25.467 [x], Fig. 4.1-1
From this perspective, 3GPP already has a "reference model" for FMC type work including architectural solution in TS 25.467 [y] and security solution in TS 33.320 [z]. This includes addressing the security aspects unique to residential type (i.e. consumer products) devices. Thus security solution for 5WWC should be based on the already existing work, namely the H(e)NB security solution in TS 33.320 [z].

Also, as shown in Figure 5.x.1-1 above, L-GW within the HNB already supports the capability to communicate local devices with one another (i.e. LIPA).  The potential need for this type of communication in 5WWC is shown in Figures 6.1-1, 6.1-3, 6.1-5 in TR 23.716 [x] where 5G RG likely needs to provide L-GW equivalent functionality to allow local devices to communicate with one another.

5.X.2
Security threats
5.X.3
Potential security requirements
Security solution for FMC related issues in 5WWC (e.g. security issue associated with residential and consumer type products) shall be based on the existing FMC work in H(e)NB.
5G-RG shall support security related procedures and functionalities of the L-GW, if the equivalent local access functionality is required in 5WWC. 
NOTE: The architecture definition of LIPA in 5WWC is to be defined in SA2. 
* * * Next Change * * * *

