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1
Decision/action requested

This pCR proposes a new Key Issue on the relay function support in 5WWC from security perspective. It is proposed to approve this KI to TR 33.807
2
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3
Rationale

This pCR proposed a new key issue on general approach on the security aspect in 5WWC TR 33.807 [1] based on the discussion tdoc in [2].

4
Detailed proposal

Start of the proposed pCR.
* * * First Change * * * *

2
References
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-
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3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[x]
3GPP TR 23.716: "Study on Wiless and Wireline Convergence for the 5G system architecture".

[y]
3GPP TS 23.401: "GPRS enhancements for E-UTRAN access".

[z]
3GPP TS 33.401: "3GPP SAE Security architecture".
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3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".
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3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects".
* * * Next Change * * * *

5.X
Key Issue #X: Reuse of existing security solutions for relay function

5.X.1
Key issue details
SA2 TR 23.716 [x] captures 6 different architectural variations in subclause 6.1 ("solution 1"). These architectural variations are all non-roaming case and can be classified into 3 different architectures with 2 devics types each.

	
	Non-3GPP device (a)
	3GPP UE (b)

	(1) 5GS with Wireline Access Network
	(1.a) 5G-RG and devices not supporting N1 connected behind 5G-RG (Figure 6.1-1)
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	(1.b) 5G-RG and 3GPP UE connected behind 5G-RG (Figure 6.1-2)
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	(2) 5GS with NG RAN
	(2.a) 5G-RG and devices not supporting N1 connected behind 5G-RG (Figure 6.1-3)
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	(2.b) 5G-RG and 3GPP UE connected behind 5G-RG (Figure 6.1-4)


[image: image4.emf]5G-RG NG RAN UPF

DN

N1

N2

N4

N3 N6

AMF SMF

N1

N1

AF

PCF

UDM NRF NEF

AUSF

Nausf Namf

Nsmf

Npcf

Nnrf Nnef

Nudm

Naf

NSSF

Nnssf

3GPP UE



	(3) 5GS supporting Hybrid Access
	(3.a) devices not supporting N1 connected behind 5G-RG (Figure 6.1-5)
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	(3.b) 3GPP UE connected behind 5G-RG (Figure 6.1-6)
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Table 5.x.1-1: architectural variations in TR 23.716 [x] (subclause 6.1)

In Table 5.x.1-1, the architecture variations labed as 1.a, 2.a, and 3.a implies that, for 3GPP UE, 5G-RG behaves as a relay between NG RAN in northbound and 3GPP UE in southbound.  This relay function is likely supported based on Relay Node (as in LTE in Rel.10 in [y] and [z]) or ProSe (as in LTE in Rel.12 in [a] and [b]) by migrating the necessary functionality over 5G Uu interface (as opposed to the original RN and ProSe over E-UTRAN Uu interface). 

5.X.2
Security threats
5.X.3
Potential security requirements
5G-RG shall support relay function to provide service to 3GPP UE. 
NOTE: the architectural solution of the relay function in 5WWC is to be defined in SA2.
5G-RG shall support the security related procedures and functionalities to provide service to 3GPP UE.
* * * Next Change * * * *
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