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1
Decision/action requested

It is proposed to approve the test case given in this pCR
2
References

[1]           3GPP TS 33.501
[2]           3GPP TS 33.513
3
Rationale

According to TS 33.501, clause 9.3 the security requirements for UPF is stated as, “The transported user data between gNB and UPF shall be integrity protected.”. The test case for verifying the stated security requirement is defined in this SCAS pCR document.
4
Detailed proposal 
***
BEGIN OF CHANGE ***

4.2.x Integrity protection of user data transported over N3 interface

Requirement Name: Integrity protection of user data transported over N3 interface.
Requirement Reference: TBA

Requirement Description: "The transported user data between gNB and UPF shall be integrity protected" as specified in TS 33.501, clause 9.3. 

Security Objective Reference: TBA

TEST CASE: 

Test Name: TC_UP_DATA_INT_UPF

Purpose: 

Verify that the transported user data between gNB and UPF are integrity protected over N3 interface.

Procedure and execution steps:

Pre-Condition: 

· UPF network product is connected in simulated/real network environment.

· The tunnel mode IPsec ESP and IKE certificate authentication is implemented.

· Tester shall have knowledge of the security parameters of tunnel for decrypting the Encapsulated Security Payload (ESP) packets.
· Tester shall have knowledge of the authentication algorithm (Hash Message Authentication Code) and the protection keys.

Execution Steps:

1.   Tester shall capture the user data (encapsulated payload) that is sent between gNB and UPF via N3 interface using any network analyser.
2.   The tester shall filter the authentication data from encapsulated payload which will contain the Integrity Check Value (ICV) that has been computed over ESP packets (this includes SPI, Sequence Number, Payload Data, Padding (if present), Pad Length and Next Header).
3.   Tester shall compute the ICV using Hash Message Authentication Code algorithm and protection keys over the captured user data and verifies that it is the same as ICV included in the authentication data field of ESP packets.
4.   Tester shall verify the integrity protection of NAS security mode command message according to the following cases:
-
if computed ICV over captured data and ICV present in the authentication data field of ESP packets are same then the integrity protection is verified successfully.

-
if computed ICV over captured data and ICV present in the authentication data field of ESP packets are different, it states that the integrity protection fails.
Expected Results:

The user data transported between gNB and UPF is integrity protected.

Expected format of evidence:

Evidence suitable for the interface, e.g., evidence can be presented in the form of screenshot/screen-capture.
***END OF CHANGE ***

