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1
Decision/action requested

It is requested to approve the proposal into TS 33.835.
2
References
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3
Rationale

In 5G scenarios, UP protection can be deactivated, hence token may be revealed over the air. It will be a risk if the token is generated unpropobily that UE may be trackable.
4
Detailed proposal

*************** Start of Change 1 (NEW TEXT) ****************
5.X
Key Issue #X: Transaction ID refresh
5.X.1 Key Issue details
In 5G scenarios, user plan is not mandate to be encrypted, hence B-TID may be revealed over the air. If the B-TID is generated not propriate, e.g. structured and part related to UE is not changed, it will be a risk to the UE that it can be trackable.

5.X.2 Security Threats
UE may be able to be tracked with the B-TID.

5.X.3 Potential security requirements
BSF shall generate B-TID probably.

*************** End of Change 1 ****************
