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1
Decision/action requested

This paper proposes a new key issue for overload control signalling protection for the study on CIoT in TR 33.861 [1] for Release 16.
2
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3
Rationale

SA2 is currently in their study TR 23.724 [2], considering key issue #7 for overload control, it may need to send message to UE for informing congestion or something related to overload control. The message may be sent over NAS or RRC.

If the message is not protected, fake network devices may be able to instruct devices to active inproperly and drain their battery power, or initate DDoS attact to the genuine network.
This paper proposes to add a new key issue for CIoT about overload control signalling protection for CIoT to the SA3 study. 

4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 23.861 [1]. 
**** START OF CHANGES (NEW TEXT)****
5.X
Key Issue #1: Overload control signalling protection 

5.X.1
Key issue details

This key issue addresses key issue #7 in SA2 TR 23.724.

The 5G system may need to send message to UE for informing congestion or something related to overload control. The message may be sent over NAS or RRC.

If the message is not protected, fake network devices may be able to instruct devices to act inproperly and drain their battery power, or initate DDoS attact to the genuine network.

5.X.2
Security threats

If the signalling sent to the UE for informing overload or congestion is not protected, the devices may be instructed by fake network devices to act inproperly, and may drain their battery power, or be used in a DDoS attack.

5.X.3
Potential security requirements

The system shall support protecting the overload control signalling

. 

**** End of Changes ****

