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1
Decision/action requested

This document discusses the fast re-authentication and propose to endorse a new SID for 5G Phase2.
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Discussion
During SA3#91 meeting, ZTE proposed a discussion paper [1] for HPLMN fast re-authentication (re-authentication is done by NF in HPLMN), there’s a comment that VPLMN fast re-authentication (re-authentication is done by NF in VPLMN) is more useful.

Fast re-authentication is a useful feature to save time for re-authentication procedure and reduce load on UDM, so that the network can re-authenticate the UE anytime if needed and not involve UDM to deliver AV. In the case that interactive operators are trusted, or some operators that have branches, VPLMN fast re-authentication also can provide possibility to let VPLMN to not always do the re-authentication involving HPLMN, which makes the re-authentication more efficient.
The main idea of fast re-authentication is that the network re-authenticates the UE using a session KEY shared between the UE and the network instead of the long term key, hence its security is considered not stronger than that of re-authentication using long term key. In order to enhace the security of fast re-authentication, a mechanism of KEY re-keying also needs to be studied.
According to the above analysis, the 5G communication system shall support fast re-authentication in 5G Phase 2, and the objectives of this study can be as follows:

· Study the potential fast re-authentication procedures between UE and HPLMN, e.g. between UE and AUSF.

· Study the potential fast re-authentication procedures between UE and VPLMN, e.g. between UE and SEAF.

· Study the potential mechanisms for re-keying the KEY used for fast re-authentication.

· Study the potential impacts on key hierarchy and key derivation.

4
Detailed proposal

Proposal: SA3 is kindly requested to create a SID for fast re-authentication in 5G Phase 2.
