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1
Decision/action requested

It is proposed to add a new key issue on security key and authentication tag size to TR 33.861 [1].
2
References

[1]
3GPP TR 33.861 Study on evolution of Cellular IoT security for the 5G System

[2]
3GPP TR 23.724 Study on Cellular Internet of Things (IoT) support and evolution for the 5G System
3
Rationale

The 3GPP SA2 TR 23.724 [2] contains several references on the expected growth of the size of CIoT devices. The key issues on the support of frequent an infrequent small data features in clauses 5.1 and 5.2 respectively mention that while the data size by device would remain small, the number of devices is expected to grow exponentially. Assuming that the transmitted small data is to be protected, there are security issues related to the fact that the protection mechanisms need to sustain such growth in device numbers. This will have impact on the selected key and authentication size.
4
Detailed proposal

It is proposed to approve the following changes for inclusion under clause 5 of TR 33.861 [1].
***
BEGIN CHANGES
***

5.X
Key Issue #X: Key and mac size for protection of small data
5.X.1
Key issue details
The 3GPP SA2 TR 23.724 [y] contains several references on the expected growth of the number of CIoT devices. The key issues on the support of frequent an infrequent small data features in clauses 5.1 and 5.2 respectively mention that while the data size by device would remain small, the number of devices is expected to grow. It is therefore imperative that the security mechanisms for CIoT can sustain such growth in device numbers. 
A poorly chosen small size for protection keys or mac tags, e.g. as a compromise to boost performance, can quickly lead to situations where the key space is depleted. This in turns could lead to more frequent situations of key stream reuse and hash collisions. This would facilitate key recovery attacks and increase the chances for an attacker to breach the security of the system. Observe here that the risk of such attacks would still remain low, if the current sizes of 128-bit protection keys and 32-bit long mac are maintained for CIoT security.
5.X.2
Security threats
A poorly chosen small size for protection keys or mac tags, e.g. as a compromise to boost performance, can quickly lead to situations where the key space is depleted. Consequently, this would lead to more frequent situations of key stream reuse and hash collisions. An attacker could exploit these weaknesses to mount efficient key recovery attacks and increase his chances for success. If such an attack succeeds, then the attacker would be able to eavesdrop on the communication or even inject counterfeit small data.
5.X.3
Potential security requirements
The size of the security keys shall not be reduced.
***
END OF CHANGES
***
