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1
Decision/action requested

This contribution aims to capture the agreements of Initial NAS Security
2
References
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3
Rationale

There was an evening session taking tdoc S3-183065 as a starting point for structuring the discussion. Therefore the output of the evening session is captured with change marks.

3
Discussion output

SA plenary have tasked SA2, SA3 and CT1 to specify an initial NAS Security protection method for Rel-15 by the December 2018 plenary (see [1]). The following capture the agreements that were made by SA3 in discussing this issue.

1. General message flow

SA3 agreed the message flows will follow the one described in subclause 6.4.6 of TS 33.501 v15.1.0 [1] (note: this is not to preclude a draft CR refining these flows to be agreed at SA3#92 ad-hoc).
What is important to emphasis for CT1 is that all IEs that are not cleartext IEs are ciphered IEs. CT1 should define the message such that additional cleartext IEs can be added in the future (e.g. after discussions in SA3 have concluded that there needs to be more cleartext IEs than can be agreed at this meeting or in a later release). The list of cleartext IEs will be kept in TS 33.501 and hence an IE can only bcome a cleartext IE if it is agreed by SA3.

2. Cleartext IEs

SA plenary tasked SA3 to re-examine the IEs in the initial NAS message to try to reduce the IEs as much as possible, the principle for this evaluation is that there needs to be a justification for an IE to go in the clear.

Earlier discussions between SA3, SA2 and CT1 provided a list of IEs that were required for establishment of security and selecting the AMF. SA3 have re-examined these IEs and the ‘standard message ones’ used by CT1 and have agreed the following outcome:
Agreed cleartext IEs 

· CT1 standard ones (not the ones in the outer Security Protected NAS Message format)
· Extended Protocol discriminator

· Message processing information needed by CT1

· Security header type
· This will alwyas be set to fixed value

· Spare half octet – IIRC this one was not discussed

· Registration request message identity (similar IE for Service and De-Registration Request)
· Informs the AMF that this a Registration message (or other type of message)
· 5GS registration type 

· Indicates the type of the Registration 

· UE identity (e.g. SUCI or 5G-GUTI)

· This has slightly different names in the different NAS message 

· It is needed to identify the UE to the network

· ngKSI 

· This is needed to identify the security context used to protect the NAS message or signal the UE has no security context 

· Small range of values that are randomly used for UEs

· UE security capabilitities 

· Needed to enable the establishment of security

· 4G TAU IE (EPS NAS Message IE) (only included when there is idle mode mobility)
· Contains only mandatory IEs (see C1-185782), hence variables in this message are basically part of uplink NAS COUNT (5bit), eKSI, 4G-GUTI and NAS-MAC 
· 
· Required to be sent in clear for MME to process EPS NAS message 
· Not sending it in the clear would means that is necessary to have an established 5G security context for 4G to 5G idle mobility to proceed

· Indication that UE is moving from EPC (UE status IE) (goes with TAU in 4G to 5G idle mode mobility)
· Only provides information on the registration status of the UE 
· SA3 assumes that this also need to fetch the MM context from the MME – this could be confirmed by CT1. Include in LS to CT1 the question and indicate that if other reasons, then SA3 prefers to have it sent ciphered
· If not required to fetch MM context, it doesn’t have to be in clear.
Possible cleartext IEs under discussion 
· Requested S-NSSAI IE

· This may leak some privacy but the impact of not having it in the clear is out of the scope of SA3
· The privacy impact depends on size (number of active customers) and use of slices and also deployment. If there are more customers in one slice at a point of observation, that NSSAI will have less privacy impact. 
· Used at RRC and NAS layer for AMF selection

· Latest TAI IE

· SA3 are assuming that this is needed if Requested S-NSSAIs are sent in the clear, i.e. it is no value to have only Requested S-NSSAIs or only Latest TAI IE – this could be confirmed with SA2/CT1 – necessary because this is a SA2/CT1 problem.
There was guidance from SA to cipher everything except for GUTI/SUCI. However, to retrieve security context, the above IEs have to be sent in clear. 

From SA3 perspective, there is no functional reason to send S-NSSAI in clear. 

· 
· 
· 
SA3 is not aware of any other IEs that may need to be cleartext IEs. This could be re-confirmed with SA2 and CT1. 

3. Need for HASHAMF
The HASHAMF does not seem to be needed if the complete initial NAS message is sent in the NAS Security Mode Complete rather than just the ciphered IEs, i.e. the necessary cleartext IE are included. This is because the integrity protection for the cleartext is provided by repeating them. This only seems to be a significant overhead if Requested S-NSSAIs is a cleartext IE as this seems to be the only cleartext IE of significant length. 

Open issue: Should HASHAMF functionlaity be retained as opposed to just a request to send the complete initial NAS message.


SA3 has discussed the HASHAMF mechanism used to protect the integrity protection of the complete initial NAS message in case the UE does not have a security context. In the current solution the HASHAMF is used to request the ciphered IEs as opposed to just an indication.

 
Orthogonal to discussion cleartext IEs
Sending whole message or only ciphered IEs is orthogonal discussion to cleartext IEs
Agreement would be good from this meeting, but not ready after evening session – can be completed in Spokane meeting.
4. Returning de-ciphered message from old AMF

At idle mobility, the old AMF could de-cipher a protected Registration Request and return the de-ciphered message to the new AMF. This is not necessary for the new AMF to be able to get the Registration message in the clear without additional messages. The new AMF can either use the security context supplied by the old AMF or it will need to send a NAS Security Mode Command with which it can requested the UE to send the whole message or ciphered IEs (depending on the decision in 3).

If Requested S-NSSAIs is not a cleartext IE, then returning the de-ciphered message from the old AMF would get Requetsed S-NSSAI to the new AMF asap and allow an earlier AMF re-selection if needed.
Optimization for different groups, except for AMF relocation.

No need to include this in the LS. 
Can be completed in Spokane meeting.
5. Discussion of LS
To: SA2, CT1, RAN2, RAN3, SA

There was guidance from SA to cipher everything except for GUTI/SUCI. However, to retrieve security context, the following IEs have to be sent in clear:
[list of IEs]
From SA3 perspective, there is no functional reason to send S-NSSAI or latest TAI in clear. Therefore, SA3 has prepared a draft CR (please see attached) removing those IEs from the cleartext elements, but include them in the ciphered IEs. 
Note to RAN groups: The guidance given by SA plenary means that RAN specifications shall only include S-NSSAI ciphered in RRC layer.
Ciphered means, that the information will not be available at the beginning of the registration procedure when there is no NAS security context (and some failure cases).

Attachment


CR – showing that we deleted NSSAI and TAI from list of cleartext IEs
4
Detailed proposal

It is proposed that SA3 take the above into account.
