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1	Decision/action requested
The pCR regarding the N32-f key hierarchy is kindly asked to be approved by SA3.
2	Reference
[1]		S3-182700, Application layer security on the N32 interface
 
3	Rationale
 
N32-f key hierarchy was specified in S3-182700, where it was stated” each run of the N32-f key derivation creates two pairs of session keys and IV salts”. However, the defined N32_f key derivation function(N32-KDF (label, L)) contains the label for key separation, which means that each run of N32-KDF (label, L) can generate one session key or one IV salt. This results in an inconssitency between the statement and N32_f key derivation function. This pCR addresses this issue. Moreover, N32-Context-ID in the N32-KDF (label, L) is not defined anywhere. N32-Context-ID should be N32-f Context ID to differentiate HTTP sessions.
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[bookmark: _Toc513201990]**** Begin of  changes ****
13.2.a.4.1	N32-f key hierarchy
 The N32-f key hierarchy is based on the N32-f master key generated during the N32-c initial handshake by TLS key export. The N32-f key hierarchy consists of two pairs of session keys and two pairs of  IV salts, whichEach run of the N32-f key derivation creates two pairs of session keys and IV salts. The two pairs  are used in two different HTTP/2 sessions. In one Session the N32-c initiatior acts as the HTTP client and in the second the N32-c responder acts as the client. 
If the exported master secret is reused to set up multiple HTTP sessions or to set up new HTTP sessions on stream ID exhaustion, a new, unique, N32-f  Context- ID shall be generated to avoid key and IV re-use.
The master key is obtained from the TLS exporter. The export function takes 3 arguments: Label, Context, Length (in octets) of desired output. For the N32 Master key derivation, the label shall be "EXPORTER_3GPP_N32_MASTER", the Context shall be "" (the empty string) and the Length shall be 64.
[bookmark: _GoBack]Editor’s Note:  The exporter label for this usage should be registered with IANA
The N32 key derivation function N32-KDF is based on HKDF [aa] and uses only the HKDF-Expand function as the initial key material has been generated securely:
	N32-KDF (label, L) = HKDF-Expand (N32-f master key, "N32" || N32-f Context-ID || label, L),
where  
	-	label is a string used for key separation,
	-	L is the length of output keying material in octets.
Each run of N32-KDF (label, L) produces either one session key or one IV salt.
There are two pairs of session keys and IV salts to be derived. 
Note: In AES-GCM re-use of one IV may reveal the integrity key (Joux’s Forbidden attack). The binding of session keys and IV salts to N32-f context- IDs and labels different HTTP sessions is essential to protect against inadvertent use of the same key with a repeated IV. 
The labels for the JWE keys are: 
· "parallel_request_key"
· "parallel_response_key"
· "reverse_request_key"
· "reverse_response_key"
The keys derived with labels starting parallel are to be used for request/responses in an HTTP session with the N32-c initiating SEPP acting as the client (i.e. in parallel to the N32-c connection). The keys derived with the labels starting reverse are used for an HTTP session with the N32-c responding SEPP acting as the client.
To generate the IV salts, the length is 4 and the labels are:
· "parallel_request_iv_salt"
· "parallel_response_iv_salt"
· "reverse_request_iv_salt"
· "reverse_response_iv_salt"

The 96-bit nonce for AES_GCM shall be constructed as the concatenation of the IV salt (4 octets, 32-bits) and the sequence counter, SEQ, as defined in 8.2.1 of [bb]. The sequence counter shall be a 64-bit unsigned integer that starts at zero and is incremented for each invocation of the encryption.  A different sequence counter shall be maintained for each IV salt.

	Nonce = IV salt | SEQ 


**** End of  changes ***
