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	Reason for change:
	Clause 6.9.4.3 in TS 33.501 about NAS key refresh is empty.

In TS 33.501, it is required that the AMF shall activate fresh NAS keys from a primary authentication run or activate a native security context with sufficient low NAS COUNT values before uplink NAS COUNT or downlink NAS COUNT wraps around with the current security context. The only way an AMF currently can remedy from this, is to run a primary authentication, thus establishing a new KAMF.

	
	

	Summary of change:
	ADMIN: This CR is implemented on top of the version of clause 6.4.2.2 from S3-182206. 

It is proposed that if the AMF determines that NAS key refresh is required due to   e.g. uplink or downlink NAS counter in the current security context is about to wrap around or based on a local operator policy to refresh the NAS keys after a certain time, the AMF and the UE may derive a new KAMF key using horizontal KAMF derivation using the current uplink NAS COUNT as described in clause 6.9.3 for mobility update registration. 

It is also proposed to modify clause 6.4.2.2 for multiple active NAS connections in the same PLMN's serving network, to replace ‘an authentication procedure followed by a NAS SMC run’ with ‘NAS key re-keying as described in clause 6.9.4.2 or if NAS key refresh as described in clause 6.9.4.3’, to also cover the case when horizontal KAMF derivation is used to for NAS key refresh.



	
	

	Consequences if not approved:
	The AMF needs to run a primary authentication before uplink NAS COUNT or downlink NAS COUNT wraps around with the current security context.
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	Other comments:
	


***
BEGIN CHANGES
***

6.9.4.3
NAS key refresh

Editor's Note: This clause is meant to contain content about KAMF refresh. Scenarios for KAMF refresh are FFS.
If the AMF determines that NAS key refresh is required due to e.g. uplink or downlink NAS counter in the current security context is about to wrap around or based on a local operator policy to refresh the NAS keys after a certain time, the AMF may trigger a primary authentication run or may derive a new KAMF key using horizontal KAMF derivation upon the reception of an initial NAS message, e.g. a Registration Request or a Service Request using the uplink NAS COUNT value in the initial NAS message as described in clause 6.9.3 for mobility update registration. The AMF resets the corresponding uplink and downlink NAS counters and derive new NAS keys from the new KAMF key and the algorithms in use. The AMF activates the new KAMF key by running a NAS SMC with UE according to clause 6.7.2. When the new KAMF key is horizontally derived, the UE shall use the uplink NAS COUNT value that was sent in the initial NAS message to derive the same KAMF key as the AMF, reset the corresponding uplink and downlink NAS counters and then derive new NAS keys from the KAMF and the algorithms in use. 
In this case, if AS security is also established between the UE and gNB, then the AMF and the UE shall derive a new initial KgNB from the new KAMF as specified in Annex A.9. Further, the AMF and the UE shall associate the derived new initial KgNB with a new NCC value equal to zero. Further, the derived new initial KgNB is sent by the AMF to the gNB triggering the gNB to perform the AS key re-keying as described in clause 6.9.4.4.
***
NEXT CHANGES
***

6.4.2.2
Multiple active NAS connections in the same PLMN's serving network

When the UE is registered in a serving network over two types of access (e.g. 3GPP and non-3GPP), then the UE has two active NAS connections with the same AMF. A common 5G NAS security context is created during the registration procedure over the first access type. 

In order to realize cryptographic separation and replay protection, the common NAS security-context shall have parameters specific to each NAS connection. The connection specific parameters include a pair of NAS COUNTs for uplink and downlink and unique NAS connection identifier. The value of the unique NAS connection identifier shall be set to "0x01" for 3GPP access and set to "0x02" for non-3GPP access.

In mobility and interworking scenarios, a newly created partial NAS security context is activated only on the NAS connection reporting the mobility, NAS security context is enabled one by one for multiple connections.

When the UE is simultaneously registered over both types of accesses, and if NAS key re-keying as described in clause 6.9.4.2 or if NAS key refresh as described in clause 6.9.4.3 takes place over one of the accesses (say access A), then the new NAS security context shall only be activated over that access (access A). The UE and the AMF shall retain and continue to use the old NAS security context over the other access (say access B). In order to activate the new NAS security context over the other access (access B), the AMF shall trigger a NAS SMC run over that access. During the second NAS SMC run (on access B), the AMF shall include the same ngKSI associated with the new NAS security context. After a successful second NAS SMC procedure over the other access (access B), both the UE and the AMF shall delete the old NAS security context.

***
END OF CHANGES
***
