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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction
Editor’s Note: This clause contains some background information for the study. 
1
Scope

The scope of this study is the following:

· Capture massive MTC related 5G requirements in other 3GPP documents and further analyse them from security point of view. 

· Study security for supporting EPS CIoT/MTC functionalities in 5GS, e.g. 

· security for infrequent and frequent small data transmission

· security for inter-RAT mobility to/from NB-IoT or modifications in the EPC-5GC interworking security specific to CIoT.

· Study security enhancements based on the architectural study in TR 23.724 [2], e.g.

·  security for transport of user plane over 5G NAS or 

· termination of user plane security in 5GC. 

· Study the security aspects of the architectural enhancements addressing the 5G service requirements in TS 22.261 [3] and TR 38.913 [4].
· Study the need for additional mechanisms to improve protection of the network from maliciously behaving IoT devices
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 23.724: "Study on Cellular IoT support and evolutionfor the 5G System".

[3]
3GPP TS 22.261:"Service requirements for next generation new services and markets".

[4]
3GPP TR 38.913: "Study on scenarios and requirements for next generation access technologies".
3
Definitions and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>

4
Security aspects of the CIoT features in the 5G System
Editor’s Note: This clause contains a high-level overview of the CIoT features, the security aspects and the potential impacts on the current Rel-15 security mechanisms.
5
Key issues

Editor’s Note: This clause contains all the key issues identified during the study.
5.X
Key Issue #X: <Key Issue Name>

5.X.1
Key issue details

5.X.2
Security threats

5.X.3
Potential security requirements
5.1
Key Issue #1: Efficient frequent small data transmissions 
5.1.1
Key issue details
There is a need to provide security solutions to support efficient frequent small data transmissions for low complexity, and low data-rate CIoT UEs. It is expected that the number of CIoT devices will increase exponentially leading to their massive deployment while the per device data amount whether transmitted or received will remain small.

5.1.2
Security threats
The security overhead for frequent data transmission from massively deployed low data-rate CIoT UEs may lead to DOS/DDOS on the availability of network services.

Lower than EPS security protection for frequent data transmission from a large number of CIoT UEs can serve as a vulnerability for exploits and network availability attacks on CIoT (e.g., bidding down attacks).
5.1.3
Potential security requirements
The system should limit the security overhead for frequent small data transmission.

The system security mechanisms shall ensure availability of the network and at least an equivalent level of security mechanisms, as in EPS, for a massive number of CIoT UEs with frequent small data transmission. 
5.2
Key Issue #2: Integrity protection of small data 

5.2.1
Key issue details

This key issue addresses the security aspects of key issue #1 and key issue #2 in SA2 TR 23.724 [2].

The 5G systems are expected to provide connectivity and other types of services to a massive number of devices simultaneously. Such devices include IoT devices that may send or receive infrequent or frequent small amounts of data. SA2 is studying several solutions for sending/receiving infrequent or frequent small data in their TR 23.724 [2]. 

Even if protection of small data is provided at application layer, there is still some value to add protection in the lower layers as it would protect the core network from malicious packets. 
In 5G Rel-15, the UE and the AMF are mandatory to support integrity protection of NAS signalling in NAS layer. Integrity protection of NAS signalling is mandatory to use. The UE and the gNB are mandatory to support integrity protection of RRC signalling and user plane data in PDCP layer. Integrity protection of RRC signalling is mandatory to use. Integrity protection of user plane data is optional to use. The support of integrity protection of user plane data in PDCP layer was introduced as a new feature in Rel-15 compared to LTE. Not all UEs may support full data rate for integrity protection for DRBs in PDCP layer between UE and gNB. For example, if the UE indicates 64 kbps as its maximum data rate, then the network is assumed to turn on the integrity protection for user plane data only for data rates equal or lower than 64 kbps. Note that enhanced LTE eNB’s (i.e. ng-eNB) connected to a 5GC does not support integrity protection of user plane data in PDCP layer in Rel-15.
5.2.2
Security threats

If the infrequent or frequent small data is not integrity protected between the UE and network, then an attacker could modify the small data or even inject fake small data packets on behalf of the IoT device or the network on the air interface.

If integrity protection of small data is not provided by the lower layers, then any modification of the small data or any replayed small data can’t be detected by the lower layers, in order to avoid the delivery of the small data to the application layer for further processing.

5.2.3
Potential security requirements

The system shall support integrity protection and replay protection of small data.  

The small data should be integrity and replay protected.
5.3
Key Issue #3: Encryption of small data 

5.3.1
Key issue details

This key issue addresses key issue #1 and key issue #2 in SA2 TR 23.724 [2].

The 5G systems are expected to provide connectivity and other types of services to a massive number of devices simultaneously. Such devices include IoT devices that may send or receive infrequent or frequent small amount of data. SA2 is studying several solutions for sending/receiving infrequent or frequent small data in their TR 23.724 [2]. 

The small data sent over the air-interface is vulnerable to eavesdropping. Even if protection from eavesdropping of small data is provided at application layer, there is still some value to add protection from eavesdropping in the lower layers as it would protect against for example eavesdropping of headers as e.g. IP-headers etc.
In 5G Rel-15, the UE and the AMF are mandatory to support encryption of NAS signalling in NAS layer. Encryption of NAS signalling is optional to use in NAS layer. The UE and the gNB/ng-eNB are mandatory to support encryption of RRC signalling and user plane data in PDCP layer. Encryption of RRC signalling and user plane data is optional to use in PDCP layer. Encryption is activated independently for RRC signalling between UE and gNB/ng-eNB and for user plane data (per DRB) between UE and gNB/ng-eNB. Encryption is activated independently on NAS layer between UE and AMF and on PDCP layer between UE and gNB/ng-eNB. 
5.3.2
Security threats

If the infrequent or frequent small data is not encrypted, an attacker could eavesdrop on the small data sent on the air interface.

5.3.3
Potential security requirements

The system shall support encryption of small data. 

The small data may be confidentiality protected.
5.4
Key Issue #4: Signalling overload due to Malicious Applications on the UE

5.4.1
Introduction

A large number of UEs performing similar actions at the same time can easily lead to a signalling attack on the network. If such an attack persists and isn’t dealt with appropriately it brings a risk for other users of the network. As such, mitigating measures should be designed to protect the networks against such attacks.

For this key issue, it is assumed that the malicious behaviour on the UE is the result of an attacker having access to the application on the UE which it can instruct to make certain requests to the network. An attacker could have obtained this access through the over the top service and could for example instruct the UE to set up dedicated bearers or request access to certain network slices. Such procedures could lead to exhaustion of resources in both the radio and the core network, which would lead to denial of service or service degradation for other users of the network.

An important assumption of this key issue is that the UE part that is responsible for executing the radio instructions and the NAS signalling remains untouched. Also, it is assumed that the USIM is not compromised. 
5.4.2
Security Threats  

Denial of service due to signalling overload
5.4.3
Potential security requirements

Editor’s note: potential security requirements are FFS.

5.5
Key Issue #5: gNB Protection from CIoT DoS attack
5.5.1
Key issue details

With the rapid growth of CIoT, there will be a massive number IoT devices connected to 5G network. IoT ecosystem is concerned that there is considerable high risk of large-scale service interruption due to possible CIoT DoS attacks. In addition, many IoT device developers are primarily concerned with CIoT devices internet functions rather than security. Not only that but some IoT device manufactures don’t even have secure production environment. These factors may introduce a large number of IoT devices with very weak security capabilities. Furthermore, most of IoT devices will be deployed in unmanned places where attackers can easily access and utilized these IoT devices to launch DoS attacks against the network. 

gNB is the first gate for CIoT devices in 3GPP network; it faces serious threat of DoS attacks and it should provide solid security mechanism to identify and prevent DoS attacks from CIoT devices.
5.5.2
Security threats

In IoT scenarios, many IoT devices will be deployed densely such as smart meters and shared bicycles. Attackers can hijack these IoT devices which deployed approximately in same location to launch DoS attack on the control/user plane against the gNB by sending a large number of bogus packets to gNB. This attack could exhaust gNB resources, thus it cannot provide its fundamental function of internet access.

Maliciously the RRC signalling exchanged before AS security activation can be used to cause DoS attack to gNB. For example, attackers may compromise a large number of IoT devices to send access request messages repeatedly, send mass number of Random Access to gNB in a short time to occupy preamble to cause other normal IoT devices fail to access. Attack may also construct malicious RRC signalling to attack gNB.

After As security activation, IoT devices can be used maliciously to send a large number of signalling or user plane packets to gNB, for example, send massive RRC signalling or UP data such as, RRC re-establishment/RRC resume/User plane packets etc. to cause gNB exhaust the process resource to make the gNB deny service.

5.5.3
Potential Security requirements

1) gNB should support a mechanism to identify and mitigate DoS attack caused by RRC message.

5.6 
Key issue #6: Avoiding AS security for application security enabled UEs.
Many CIoT devices are constrained devices communicating short packets of data for a very short duration. Such devices may lack dedicated resources for radio level encryption. In many such devices, end to end application layer encryption may be enabled between the application in the UE and the application server in the network. For such devices it may be sufficient to have only one level of encryption and hence can avoid the radio level encryption between the CIoT UE and the gNB.

Though radio level encryption is avoided, some CIoT UEs may need integrity protection to avoid any packet manipulation. But for some sensor devices even this radio level integrity protection also may be not needed because of the very small amount of data. Hence the gNB need to support all combinations of integrity and encryption activation and deactivation for CIoT UEs.

5.6.1 

Potential security threat

Since the nature of CIoT device communication is a short burst, AS level attack surface is much less compared to normal UEs which need a sustained connection and complete AS security. For such CIoT devices, if application level security is enabled, encryption may not be a critical need between the UE and the gNB. But to avoid any packet injection or manipulation integrity may be enabled at the radio layer. There is a need to balance the resource availability such as computing power, battery consumption and security threat for CIoT UEs at the radio level. Hence a range of AS security options (encryption vs integrity) need to be supported at the AS layer.
5.6.2 
Potential security requirements

Based on the CIoT application, there is a need to balance the resource availability such as computing power, battery consumption and security threat for CIoT UEs at the radio level. Hence a range of AS security options (encryption vs integrity) need to be supported at the AS layer. Potential security requirements are given below.

5.7
Key Issue #7: Key refreshing for protection of small data

5.7.1
Key issue details

The 3GPP TR 23.724 [2] contains two key issues on the support of infrequent and frequent small data communication respectively in clause 5.1 and 5.2. Based on the description, the infrequent small data feature is targeted at low complexity, power constrained and low rate UEs, e.g. utility meters, which in some scenarios might be stationary. The frequent small data feature on the other hand is targeted at more active UEs, e.g. tracking devices with an assumed traffic pattern ranging from few transmissions per hour to multiple transmissions per minute.

Assuming that the transmitted small data is protected, these new features would imply infrequent versus frequent usage of the session keys whether for confidentiality or integrity protection. Therefore, an attacker on the air interface sniffing the traffic would have more time versus more protected data to mount a key recovery attack. Nevertheless, it is a safer practise to regularly refresh session keys.
5.7.2
Security threats

For the infrequent small data feature, an attacker sniffing the traffic on the air interface has more time in between transmissions to mount a key recovery attack. On the other hand, for the frequent small data, the attacker would have access to more protected small data to mount the same attack. If such an attack succeeds, then the attacker would be able to eavesdrop on the communication or even inject counterfeit small data.
5.7.3
Potential security requirements

The system shall support an efficient mechanism for refreshing the session keys.
5.8
Key Issue #8: Key and mac size for protection of small data

5.8.1
Key issue details

The 3GPP SA2 TR 23.724 [2] contains several references on the expected growth of the number of CIoT devices. The key issues on the support of frequent an infrequent small data features in clauses 5.1 and 5.2 respectively mention that while the data size by device would remain small, the number of devices is expected to grow. It is therefore imperative that the security mechanisms for CIoT can sustain such growth in device numbers. 

A poorly chosen small size for protection keys or mac tags, e.g. as a compromise to boost performance, can quickly lead to situations where the key space is depleted. This in turns could lead to more frequent situations of key stream reuse and hash collisions. This would facilitate key recovery attacks and increase the chances for an attacker to breach the security of the system. Observe here that the risk of such attacks would still remain low, if the current sizes of 128-bit protection keys and 32-bit long mac are maintained for CIoT security.

5.8.2
Security threats

A poorly chosen small size for protection keys or mac tags, e.g. as a compromise to boost performance, can quickly lead to situations where the key space is depleted. Consequently, this would lead to more frequent situations of key stream reuse and hash collisions. An attacker could exploit these weaknesses to mount efficient key recovery attacks and increase his chances for success. If such an attack succeeds, then the attacker would be able to eavesdrop on the communication or even inject counterfeit small data.
5.8.3
Potential security requirements

The size of the security keys shall not be reduced.
6
Solutions

Editor’s Note: This clause contains the proposed solutions addressing the identified key issues.

6.Y
Solution #Y: <Solution Name>
6.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.

6.Y.2
Solution details

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

6.1
Solution #1: Security Solution for small data transmission via NAS signalling
6.1.1
Introduction
This solution addresses key issue #X Security of small data transmission. 
The key issue proposes to integrity- and confidentiality- protect small data for security data transmission solutions in TR 23.724. There is a set of solutions which transfer small data via NAS signalling, e.g. solution 1, solution 2, solution 3, solution 4, etc. All of these solutions have common features:

1. For MO data transport, the MO small data is included in NAS PDU, and is transferred in initial NAS message;

2. For MT data transport, the MT small data is also included in NAS PDU, and is transferred in DL NAS message.

The differences of these solutions, e.g. whether AMF delivers data to UPF via vSMP or directly, whether NAS PDU includes path information, are not related to security.

So, from security aspect, since the small data is transferred in initial NAS message or DL NAS message, the proposed security solutions are very similar with current NB-IoT CP solution in LTE. So, this solution proposes to reuse security solution of current NB-IoT CP solution. 

6.1.2
Solution details 
For MO data transport, 

1. The small data payload in initial NAS message shall be ciphered. The partial cipher mechanism defined in clause 8.2 of TS 33.401 [31] can be reused to protect the MO NAS PDU in the initial NAS message. 

2. The small data payload in initial NAS message shall be integrity protected. The small data payload shall be integrity protected because the small data payload is already included in initial NAS message.

For MT data transport, 

1. The small data payload shall be ciphered. The small data payload shall be ciphered because the small data payload is already included in DL NAS message.

2. The small data payload shall be integrity protected. The small data payload shall be integrity protected because the small data payload is already included in DL NAS message.

6.1.3
Evaluation

Editor’s Note: How to handle AMF relocation is FFS.
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.

Annex A:
Change history

	Change history

	Date
	Meeting
	TDoc
	CR
	Rev
	Cat
	Subject/Comment
	New version

	2018-05
	SA3#91bis
	S3-181853
	
	
	
	TR skeleton
	0.0.0

	2018-05
	SA3#91bis
	S3-182079
	
	
	
	Version after SA3#91bis incorporating changes from S3-182078. 
	0.1.0

	2018-09
	SA3#92 ad-hoc
	S3-183068
	
	
	
	Version after incorporating changes from S3-183132, S3-183133, S3-183134, S3-183135, S3-183136, S3-183170, S3-183171, S3-183173, S3-183176 
	0.2.0


