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Decision/action requested

RRC Inactive security issue
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Rationale

In the previous meeting (SA3 #92), Qualcomm raised a security concern on the currently agreed key derivation and usage in the RRC Inactive mode. While a concrete attack scenario was not clearly identified, it was generally considered that there is a security issue and the keying as described in the current specification does not achieve the expected backward security property. 
Huawei disagree; the scenario presented by QCOM during SA3#92 in S3-182484 was not considered a security issue. 
We reiterate the security issue below.
In the current TS 33.501 specification [1], when a UE is sent to the RRC Inactive state by the current serving gNB (gNB1), the UE is provided with the NCC value that tells how to derive a new AS root key (i.e., KgNB*) (i.e., either based on horizontal key derivation or vertical key derivation) when the UE resumes the connection. This new AS root key is used by the RAN node to derive AS algorithm keys (i.e., KRRCenc, KRRCint) for the message 4 protection. 
The problem of the above AS root key derivation procedure is that the new AS root key might already have been provided to a gNB before the UE is sent to the RRC Inactive. For example, when the serving gNB (gNB1) initiates an Xn based handover to a target gNB (gNB2) but the handover is rejected by the target gNB (gNB2) (step 1-3 in the figure), the UE and the serving gNB maintain the existing connection. In such case, the UE and the serving gNB keep the current AS security context while the target gNB (gNB2) has already been provided with the new KgNB*. 
In the scenario mentioned above, the following are the two methods for deriving the KgNB* which has been delivered to gNB2 during the failed Xn handover:

gNB1 had an unused [NCC, NH] pair.
KgNB* is derived based on the NH, Target cell-ID and Target cell ARFNC-DL.

Let us rememebre, the NH is never delivered to gNB2.

gNB1 does not have an unused [NCC, NH] pair:
KgNB* is derived based on the current KgNB, Target cell-ID and Target cell ARFNC-DL.

NCC sent to UE is the same as existing NCC.
In both cases, the KgNB* is tied to the target Cell physical properties.
Now, the serving gNB decides to send the UE to the RRC inactive state and provides the NCC value associated with the next KgNB* derivation (step 4). 
Correct.
In the RRC inactive state, if the UE attempts to resume or send a (periodic) RNA update message (step 5) via the same target gNB (gNB2) to which handover failed previously, the same KgNB* that was provided to the target gNB during the prior handover attempt is derived again by the UE and the last serving gNB. This is especially problematic when the RNA update without anchor relocation (namely, no context transfer to the target gNB) is supported by the RAN and determined by the source gNB (step 6) because the message 4 is protected by the source gNB based on the key already sent to the target gNB previously (step 7). 
Thus the scenario QCOM is trying to resolve is the following:

1. Source gNB (gNB1) decides to handover the UE to target gNB (2) Cell(x).

2. Xn handover fails or gets rejected by (gNB2).
3. Although, gNB2 rejected the HO, it does the following:

a. Maintained the UE context which includes the KgNB* and associated NCC. 
b. How long the target gNB maintains the UE context is UNKNOWN. 
c. Why the target gNB saves and maintains the UE context is UNKNOWN.
4. After Xn failure, source gNB (gNB1) does the following:

a. Delete the KgNB* as the HO failed.

b. Sends UE to INACTIVE.
5. UE stays idle all the time although, it probably crossed a RAN Area to a new gNB2.

6. UE performs a periodic RAN Area Update (RNAU) based on a timer expiry.

a. Although, this RNAU is periodic and not triggered by the RAN conditions, Tte UE ends up at the same gNB2 and same Cell(x).

b. UE sends RRC Resume Request with resumecause “RNAU”

c. gNB2, send a Fetch Request to gNB1.

d. gNB1 decides that it will not relocate the UE context. Please note, source gNB does not have any indication that the received RNAU is periodic or not. It is a local policy at the source gNB for making such decision.
7. gNB1 authenticate the RRC Resume Request RESUMEMAC-I.
8. gNB1 sends RRCRelease while being protected using KgNB* [which is derived by the source gNB to be tied to gNB2 cell(x)].
9. gNB1 sends Context Fetch Response with RRCRelease message included protected using KgNB* of cell(x).

10. gNB2 sends RRCRelease message to UE over SRB1.
Despite the fact that there is no security violation, this is CLEARLY a very rare and corner case!
This violates the backward security as the target gNB knows the key used in the source gNB (i.e., the last serving gNB). 
The above conclusion is the same conclusion that QCOM made during SA3#92 and Huawei objected to it.

There is NO backward security issue in this scenario.
The RNAU procedure is meant to allow the gNB2 to request the gNB1 to transfer the UE context with the proper keying material to enable gNB2 to build RRCRelease (MSG4) while integrity proytected and encrypted. 
Later on, RAN2 and RAN3 agreed to allow gNB1 (for periodic RNA Update) to have the ability to keep the UE context at gNB1 without relocating it to gNB2. In order for this procedure to work, gNB2 request gNB1 to build RRCRelease message using the same keying material as if it was RNA Update with context relocation.

In other words, the KgNB* which to be used for security RRCRelease message in the case of RNA Update without Context relocation or the case of RNA Update with context relocation MUST BE THE SAME, i.e., the KgNB* of the target gNB (gNB2) cell(x). This crucial in order for the UE to treat all RRC Resume procedures including RNAU with and w/o context relocation in the SAME WAY. 
CASE1: In RNA Update with Context Relocation, source gNB knows KgNB* and deliver it to target gNB (gNB2) in order to use to protect RRCRelease.

CASE2: In RNA Update w/o context relocation, similarly source gNB knows KgNB* AND gNB1 uses KgNB* (on behalf of gNB2) to protecet RRCRelease message and deliver the message to target gNB (gNB2). In this scenario, gNB2 happens to receive the same key previously from source gNB during the failed Xn handover and strange enough gNB2 saved the UE context waiting for this moment!
Where is the backward security issue VIOLATION in here??
It is important to note, that the UE is communicating with the target gNB (gNB2) over Cell (x). How that is a backward security issue?
Here is the defoinition of backward security as per TS33.501:
backward security: The property that for an entity with knowledge of Kn, it is computationally infeasible to compute any previous Kn-m (m>0) from which Kn is derived. 

NOTE 5:
In the context of KgNB key derivation, backward security refers to the property that, for a gNB with knowledge of a KgNB, shared with a UE, it is computationally infeasible to compute any previous KgNB that has been used between the same UE and a previous gNB. 
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To address the above security issue, 
Huawei disagree and reiterate the same argument used during SA3#92 that there is no security issue nor a backward security issue in the scenario presented in this discussion paper. Thus, there is no issue for SA3 to address in this case.
it was proposed in the last SA3 meeting that the serving gNB and the UE always derive a new key when the UE transitions to the RRC inactive state, but it was not agreed because such key derivation is not consistent with the RAN2 decision in their LS to SA3 (S3-182144). 
QCOM conclusion is INCORRECT.

Huawei insited during SA3#92 that there is no security issue from the scenario mentioned in QCOM paper and thus the issue was closed. IN FACT, QCOM proposal for RAN2 to fall back to option (a), i.e., UE always use a new key to protecte RRC Resume Request message, have the same impact as option (b) and thus, it is an invalid conclusion.
However, we still believe the above security issue needs to be addressed in SA3 specification. One way to addressing the issue with no impact on the RAN2 procedure is to use a different KDF (or FC value more specifically) for KgNB* derivation when the UE is in the Inactive state. 
If there is no security issue to resolve, SA3 should not change or do anything.

Use of a different KDF in the RRC inactive state guarantees that the last serving gNB and the UE always derive a different KgNB* than the one potentially derived during the handover failure, when the UE resumes. In general, it is always a good security practice to derive and use a new key for a different event (e.g., in handover, transition from inactive). 
4
Detailed proposal

It is proposed to agree with the solution presented in S3-182994 to address the security issue in the RRC Inactive state.
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