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1
Decision/action requested

It is proposed to add the proposed key issue to the TR 33.835.
2
References

N/A
3
Rationale

The proposed key issue details and security threats in Section 4 below are self explanatory.
4
Detailed proposal

***
BEGIN CHANGES
***

5.X
Key Issue #X: Protecting long-term subscription identifiers
5.X.1
Issue details
If AKMA architecture uses some form of long-term identifiers for identifying subscriptions, those long-term identifiers need to be protected against active or passive attacks. 

By active attacks, it is meant that unauthorized entities attempt to make devices or network reveal the long-term subscription identifiers in one or more protocol messages. 

By passive attacks, it is meant that unauthorized entities attempt to get hold of the long-term subscription identifiers by just observing one or more protocol messages.

5.X.2
Security Threats
Unprotected long-term subscription identifiers make it easier for active or passive attackers to potentially trace subscribers.
5.X.3
Potential security requirements
The system shall support protecting the long-term subscription identifiers used in the AKMA architecture.

Editor's Note: It is FFS which AKMA interfaces are required to protected long-term subscription identifiers. For example, in 5G architecture the SUPI is protected over-the-air.
***
END OF CHANGES
***
