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1	Decision/action requested
The pCR regarding the key derivation function is kindly asked to be approved by SA3.
2	Reference
[1]		TR 33.841, Study on the support of 256-bit algorithms for 5G
[aa]	3GPP TS 33.220, Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)
[bb]	RFC 5689, HMAC-based Extract-and-Expand Key Derivation Function (HKDF)
3	Rationale
 
Current version of TR 33.841 lacks a survey of  key derivation functions used in 5G system. There still exists an Editor’s note : It is FFS how the key derivation function is affected by advances in quantum computing. This pCR provides a brief review on the key derivation functions used in 5G system, and removes the editor’s note for the reason that hash functions used in the key derivation functions are less affected by the advances of quantum computers.
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**** Begin of  changes ****
  6.3.2 Key derivation function
Editor's Note: It is FFS how the key derivation function is affected by advances in quantum computing.
The goal of a key derivation function is to derive cryptographic keys from a source of keying material, such as shared random strings.   Thare are two kinds of key derivation functions deployed in the 5G system. One is called generic key derivation function (GKDF) defined in TS 33.220[aa], which is used for all key derivations in 5GC as shown in Figure 6.2.2-1 and Figure 6.2.2.-2 in TS 33.501. The other one is called HMAC-based Extract-and-Expand Key Derivation Function (HKDF) specified in RFC 5869[bb], which has been applied to IKEv2, TLS 1.2, TLS 1.3, and EAP-AKA’ for the key derivation. Moreover, N32-f key derivation function for N32 application layer security in TS 33.501 is designed based on the HKDF. Both GKDF and HKDF derive keys by computing HMAC-SHA-256 from the input keying materials and other context-specific parameters. The difference between GKDF and HKDF is that each run of GKDF can generate only 256 bits long ouput, whilst each run of HKDF can generate arbitrary length output by repeated application of HMAC-SHA-256. 
As the base of GKDF and HKDF is the hash function SHA-256, the key derivation functions used in 5G system are not substantially affected by the advances in quantum computing. This is because there is no known quantum algorithm finding collisions in hash function more efficiently than classical algorithms [6].
**** End of  changes ****


