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Decision/action requested

This document discusses security aspects of SEPP to IPX communication
2
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Rationale

SEPP uses HTTP POST message to communicate with the peer SEPP over the N32 interface. It is assumed that there are two IPX providers on this interface that provide mediation services requiring modifications of the HTTP POST message transported over the N32 interface. The integrity protected part of the JWE object in the message must be available to the IPX provider in cleartext for further modifications.
Security aspects between SEPP and IPX, and its overall impact on SEPP functionality is not discussed formally so far in SA3. This paper is an attempt to discuss several of those aspects that need to be resolved for a fully functioning system in Rel-15. 

3.1
Communication security between SEPP and authorized IPX

Communication security between SEPP and authorized IPX can be achieved in multiple ways:

1. Protection using IPSec VPN tunnel

a. IPSec VPN established between SEPP and IPX. Mutual authentication is performed in this process. 

b. SEPP generates HTTP messages (scheme is HTTP, not HTTPS) to carry HTTP messages between SEPP and IPX.

c. HTTP messages are carried in the IPSec tunnel, protected between SEPP and IPX.
2. Protection using TLS VPN tunnel 

a. Same as above, but TLS VPN established between SEPP and IPX

b. TLS VPN tunnel protects all HTTP messages between SEPP and IPX
3. HTTPS between SEPP and IPX (separate TLS session per HTTP connection)
a. In this mode, SEPP uses HTTPS to send messages over N32

b. TLS connection established between SEPP and IPX for every message

c. IPX needs to adopt telescopic FQDN approach to enable TLS to be established at a per HTTP connection level. Telescopic FQDN is used as the target URI used in the HTTPS message generated  by SEPP.
3.2
Scheme to use in HTTP message - HTTP or HTTPS
 Depending on how the communication layer security is established between the SEPP and the IPX, the SEPP uses either HTTP scheme or HTTPS scheme when it generates the POST message with the protected payload.

a. If VPN technology (TLS or IPSec) is used, the SEPP uses the HTTP scheme with the “authority” component pointing to the destination SEPP. All HTTP traffic is sent in one or more HTTP connections on this VPN interface.

b. If TLS is required to be used for each HTTP connection, SEPP uses the HTTPS scheme to establish separate TLS connection for each HTTP connection it establishes between itself and IPX provider. The “authority” component in target URI will now point to the IPX (telescopic FQDN). 
3.3
Mode in which IPX operates – HTTP proxy or Interception proxy

The trusted IPX provider may operate either as a HTTP proxy or as an Interception proxy. 

a. When it is operating as a HTTP proxy, the TCP connection from the sending SEPP terminates in the IPX node. HTTP messages are processed by the IPX node before it is forwarded to the nexthop.
b. When it is operating as an Interception proxy, the TCP connection is setup end-to-end between two SEPPs, but the IPX intercepts and modifies cleartext part of the message. Effectively it is operating as a MITM entity.
3.3.1
IPX operating as HTTP proxy

When IPX is operating as a HTTP Proxy, it terminates HTTP/TCP connections from the sending SEPP. 
· The “authority” component of the Target URI in the HTTP message points to target SEPP.
· HTTP/TCP connection from the sending SEPP terminates in IPX. 
· IPX will setup a different HTTP/TCP connection to the nexthop, which may be another IPX or the receiving SEPP. 
· HTTP connections are per hop specific (i.e. different in each hop). Therefore, HTTP message from SEPP may be carried in different HTTP streams in every hop between two SEPPs. There is no concept of end to end HTTP streams. 
3.3.2
IPX operating as an Interception proxy

When IPX is operating as an Intercepting proxy, the HTTP traffic between two SEPPs pass through the IPX.
· There is an end to end TCP connection between two SEPPs as the HTTP connection exists directly between two SEPPs.
· Unencrypted part of the HTTP payload is available in cleartext to the IPX. Thus, the IPX can see and modify authorized attributes in the HTTP message.
· Streams, that carry HTTP Request/Response in a HTTP connection, is end-to-end between two SEPPs.

· There is hop by hop protection, therefore HTTP messages are protected.
3.4
Proposals

3.4.1
IPX is a HTTP Proxy, with VPN tunnel-based security between it and the SEPP
In this proposal, security between cSEPP and cIPX is provided by either a TLS based tunnel or a IPSec tunnel. IPX node is operating as a HTTP Proxy.
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1. HTTP/TCP connection(s) established between SEPP and IPX. Separate HTTP/TCP connections in each hop.
2. Each HTTP/2 connection contain multiple concurrently-open streams.
3. One HTTP/2 stream used per HTTP Request/ Response communication. The stream Id is unique for each HTTP/2 connection. For a given HTTP Request/Response communication, the stream used in a HTTP/2 connection between hops may be completely different. In other words, stream identifiers may be different, and therefore cannot be relied upon for e2e identification of the HTTP/2 Request/Response message.
4. As per TS 29.500 clause 5.2.6, more than one HTTP/2 connections shall be used between two communicating entities in order to load balance the requests as well as to avoid simultaneous exhaustion of HTTP stream IDs. When the stream ID space of a particular HTTP/2 connection is nearing exhaustion, new HTTP/2 connection shall be dynamically created between two endpoints.
5. In the HTTP/2 message transmitted by the sending SEPP, the “authority” component of the Target URI points to the target SEPP.

6. The URI scheme used for the N32-f forwarding API shall be http and not https.

3.4.2
IPX is an Interception Proxy, with VPN tunnel-based security between it and the SEPP

In this proposal, security between cSEPP and cIPX is provided by either a TLS based tunnel or a IPSec tunnel. IPX nodes are operating as an Interception proxy.
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1. HTTP/TCP connection(s) established end to end between cSEPP and pSEPP

2. Each HTTP/2 connection contain multiple concurrently-open streams. 
3. One HTTP/2 steam per HTTP/2 Request/ Response communication. Since HTTP/2 connection is end-to-end, same stream is used to carry HTTP Request/Response communication between two SEPPs. The stream Id therefore end to end, and unique for a given HTTP/2 connection between a pair of SEPPs. 

4. As per TS 29.500 clause 5.2.6, more than one HTTP/2 connections shall be used between two communicating entities in order to load balance the requests as well as to avoid simultaneous exhaustion of HTTP stream IDs. When the stream ID space of a particular HTTP/2 connection is nearing exhaustion, new HTTP/2 connection shall be dynamically created between two endpoints
5. In the HTTP message transmitted by the sending SEPP, the “authority” component of the Target URI points to the target SEPP.
6. The URI scheme used for the N32-f forwarding API shall be http and not https.

3.4.3
Wildcard certificate used to establish TLS between SEPP and authorized IPX
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In this proposal, a separate TLS connection is established for every HTTP connection.
a) wildcard certificate used by cIPX

b) cIPX appends its wildcard domain name to target NF’s FQDN or NRF appends cIPX’s wildcard domain once it receives the NF Discovery response

c) cIPX removes the trailer when messages are sent on the N32 interface.

Key aspects of this solution (assuming IPX adds the wildcard domain):

1. The IPX has a wild card certificate. For e.g. cIPX has a wildcard certificate with “*.cIPX.own_network.tld”.

2. For every target Network Function FQDN, the cIPX creates a new FQDN as follows:

a. The cIPX intercepts the “NF Discovery response” message from the home PLMN (3GPP TS 23.502 clause 4.17.5 - NF/NF service discovery across PLMNs) that contains the target Network Function’s FQDN, and rewrites target NF’s FQDN to a new FQDN with cIPX’s wildcard domain name appended to the end of the original FQDN (for e.g. “target NF FQDN.cIPX.own_network_tld”).
b. The cIPX forwards the modified NF Discovery response (which now includes the new FQDN) to cSEPP, which further forwards it to its NRF.
c. The new FQDN always resolves to the IP address of the cIPX.
3. When the SEPP generates a HTTP POST with the “host” subcomponent in the “authority” component in target URI set to the modified FQDN of the target NF and uses HTTPS scheme to setup a TLS connection to the IP addres of the cIPX.
a. During TLS handshake, cIPX provides its wildcard certificate to cSEPP.

b. The cSEPP authenticates cIPX using its wildcard certificate.

4. When the cIPX receives the HTTP message, it rewrites the hostname in the HTTP request back to its original value as obtained in step 2.a.
a. The cIPX maintains an association of the modified FQDN to the actual FQDN.

4.
Conclusions
The proposals described in clause 3.4 present three options:

1. VPN established with IPX operating as HTTP proxy

2. VPN established with IPX operating as Interception proxy

3. TLS connection for every HTTP connection, with authentication based on wildcard certificate 

We request SA3 to evaluate these proposals and conclude on the way forward for security between SEPP and IPX. 

We also recommend that an LS be sent to CT4 with our selected approach for SEPP to IPX communication.
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