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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.835.
2
References

 [1]   3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
3
Rationale





In current GBA solution, 3GPP network is responsible to derive Ks_(ext/int)_NAF
 for UE and 3rd party application server. However, the 3rd party application server may not want to use the key which is merely generated by 3GPP network. One solution to solve this issue is not to use such feature provided by 3GPP network, but it does not in the scope of this study. In this study, it should find a way to solve this problem. 

So a key issue was raised as following. 
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X Key Issue #X: secure communication between UE and 3rd party application server
5.X.1 Issue details
When 3GPP wants to develop schemes that enable the generation of application and 3GPP service keys using 
3GPP credential, like GBA, the keys for UE and 3rd party application server communication are based on 3GPP network keys. It is very useful for application providers who have difficulties to manage and provision keys to the UE. Thus, application provider can delegate the key generation and management to MNOs. 
However, since the keys are generated using 3GPP credential, it implies that network could get informations which is protected by using such keys. In some scenarios, such as UE sends sensitive data to application server, UE and 3rd party may not be willing to let 3GPP network operator know what the information is.
In addition, to establish the secure connection between UE and application server, MNOs have to connect to every application server for the generation of key for securing the connection between UE and 3rd party application server. This will result in high OPEX cost, resulting operational demand on the UDM which may not be satisfactorily addressed by GBA.


5.X.2 Security threats
3GPP network may get information transferred between UE and 3rd party if this information is protected by a key which is derived from 3GPP network keys only 
. Leak a potentially privacy related information is possible.
5.X.3 Potential security requirements
Network should define

an additional entity

 (e.g. key management server) outside the 3GPP network to be involved in key exchange if the application doesn’t intent to use the keys which are only derived by 3GPP credential for the communication between UE and 3rd party application server. Such additional entity may not belong to 3rd party application.
[image: image2.png]Application server Key management

server
1
1
|
1
|
|
|
|
|
: —— connection
~ I —- . . .
D NFC N)) | \ possible connection
hared bike - - MNO
BIuetooth)B sha





Figure 1 Application secure connection established by key management server

Fig. 1 

shows an example of application secure connection established by key management server. MNO’s mobile network can support the establishment of secure connection between key management server and shared bike. Key management server downloads the Appkey to the shared bike using the established secure connection. The shared bike can communicate with application server securely using Appkey. The key management server could also be used to secure the Bluetooth link.
*************** End of Change ****************
�This is the terminology used in SA3 to cover both GBA_ME and GBA_U NAF keys.


You could also call them NAF keys. �But Ks_NAF covers only GBA_ME NAF key. 


�I’d rather say “using 3GPP credentials” because we may want that the service keys are based on two roots of trust: MNO+KMS. And indeed, that is what is proposed later.


�done


��The BSF stores the bootstrapped key Ks sent by the AUSF/UDM. Consequently, the UDM is not contacted to compute the Ks_(ext/int)_NAF keys. 


If the UDM is well dimensioned, I do not think that there will be issue for the GBA. �Additionally, my understanding is that your proposal will not modify the traffic between the BSF and the UDM. So, I have the feeling that this statement is incorrect. 








�Need more discussion on the meeting


�I’d say: “if this information is protected by a key which is derived from 3GPP network keys only”.


�Done


�I would say define rather than implement


�done


�I’d say “root of trust” rather than simply “entity”.


�Try to avoid using term of “trust”. Need more discussion on the meeting.


�I do not understand why there is a link (relationship) between the Application Server and the MNO.


I have the feeling that this relationship does not exist in your contribution 2339. 


�I am not sure to understand this figure either: every entity is linked to every other entity, therefore there should be some information on what is the nature of each of these links.


I propose that this figure is replaed by another figure with arrows indicating the trust relationships: for example:


The application server trusts only the KMS


The shared bike trusts only when both the MNO and the KMS are involved


�It is the merged version, not only from 2339. So try to make details seems like solution.





