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1. Introduction

In this paper, we would like to discuss if to avoid the exposed I-RNTI in the RRC resume procedure. 
2. Discussion
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Figure-1: RRC Resume procedure with RRC reject response
As specified in RAN2 Spec TS. 38.331, the RRC Resume procedure with RRC reject response (see figure-1) is used only in case of RAN congestion, where the I-RNTI is exposed in MSG3 in RRC resume Request message, and without updating the I-RNTI if response with the RRC Reject message. The INACTIVE UE will go back to the INACTIVE state with exposed I-RNTI and the exposed I-RNTI is still valid for the INACTIVE UE.
Observation-1: the RRC Resume procedure with RRC reject response is used only for valid UE, and the exposed I-RNTI will be re-used for next RRC Resume request message which incurs security issue.
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Figure-2 RRC Resume procedure with RRC release response
On the other side, RRC Resume procedure with RRC release response (see figure-2) can be used to response the RRC Resume Request message and make the UE from RRC_INACTIVE state to RRC_INACTIVE state with 2 step procedure, as specified in RAN2 Spec TS 38.331. During the procedure, the RRC Release message will be used to update the suspend configuration for RRC_INACTIVE UE and a new I-RNTI is included. Since SA3 has concluded that Any RRC message which contains a new I-RNTI is to be ciphered and integrity protected, using RRC Resume procedure with RRC release response guarantees security protection.
The purpose of RRC Reject message in figure-1 is to forbid the UE to access the network due to the network congestion. However, the RRC Resume procedure with RRC release response in figure-2 will also not allow the UE connect to the network. 
Observation-2: RRC Resume procedure with RRC release response (figure-2) can also be used in case of network congestion, so it can be used to achieve the same target as RRC Resume procedure with RRC reject response (figure-1) but with simpler logic and higher security. 
3. Proposal:

It is proposed that SA3 discusses the exposed I-RNTI issue and sends the discussion conclusion to RAN2 for alignment, including the following aspects:

· Reusing the exposed I-RNTI has a security risk;

· Allocate UE a new I-RNTI every time UE sent the RRC Resume Request, using RRC Resume procedure with RRC release response procedure defined in TS 38.331;
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