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Decision/action requested

This discussion tdoc analyses the corresponding SA2 TR to clarify security implications for the SA3 work in TR 33.807.
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Rationale

SA2's work on FS_5WWC SI is captured in TR 23.716 [2] (this SI is at 55% completion rate as of SA plenary #81 in Sept).  This discussion tdoc analyses this TR to understand security implications to commence SA3's work on this SI [1].
3.1
Scenarios and architectural solutions in TR 23.716

Subclause 4.2.2 in the SA2 TR 23.716 [2] contains 11 topological variations (called "scenarios"). As these scenarios are described mainly in figures and thus not so intuitive to understand the differences among them, the following table is used to capture the differences in a compact manner.
	Device
	RG type
	Access Network

	
	
	W-5GAN
	NG RAN
	W-5GAN +
NG RAN
	W-5GCAN
	W-5GCAN +
NG RAN

	None
	5G-RG
	Scenario 1
	Scenario 1
	Scenario 1
	
	

	3GPP (5G) UE
	
	Scenario 3
	Scenario 3
	Scenario 3

(2 variations)
	
	

	Non-3GPP UE
	
	Scenario 4
	Scenario 4
	Scenario 4
	
	

	None
	FN-RG
	Scenario 2
	
	
	
	

	3GPP (5G) UE
	
	Scenario 5
	
	Scenario 5
	
	

	Non-3GPP UE
	
	Scenario 6
	
	
	
	

	None
	5G-CRG
	
	
	
	Scenario 7
	

	3GPP (5G) UE
	
	
	
	
	Scenario 8
	

	Non-3GPP UE
	
	
	
	
	
	

	None
	FN-CRG
	
	
	
	Scenario 9
	

	3GPP (5G) UE
	
	
	
	
	Scenario 10
	Scenario 10

	Non-3GPP UE
	
	
	
	
	Scenario 11
	


Figure 1: Table form summary of scenarios in TR 23.716 [1] subclause 4.2.2
This TR [2] further captures 6 different architectural variations in subclause 6.1 ("solution 1"). These architectural variations are all non-roaming case and can be classified into 3 different architectures with 2 devics types each. This is shown in the following table.
It should be noted that the architectural varioations captured in subclause 6.1 addresses subclause 4.2.2 scenarios 1,3,4 only.
	
	Non-3GPP device (a)
	3GPP UE (b)

	(1) 5GS with Wireline Access Network
	(1.a) 5G-RG and devices not supporting N1 connected behind 5G-RG (Figure 6.1-1)
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	(1.b) 5G-RG and 3GPP UE connected behind 5G-RG (Figure 6.1-2)
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	(2) 5GS with NG RAN
	(2.a) 5G-RG and devices not supporting N1 connected behind 5G-RG (Figure 6.1-3)
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	(2.b) 5G-RG and 3GPP UE connected behind 5G-RG (Figure 6.1-4)
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	(3) 5GS supporting Hybrid Access
	(3.a) devices not supporting N1 connected behind 5G-RG (Figure 6.1-5)
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	(3.b) 3GPP UE connected behind 5G-RG (Figure 6.1-6)
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Table 1: architectural variations in TR 23.716 [1]
From the above table, general characteristics can be described as follows:

· All (x.a) scenarios (i.e. 1.a, 2.a, 3.a) have the non-3GPP devices (e.g. PCs, TVs) to 5G-RG to the 5GC via either W-5GAN or NG RAN or both.

· All (x.b) scenarios (i.e. 1.b, 2.b, 3.b) have the 3GPP UE connected to 5G-RG to the 5GC via either W-5GAN or NG RAN or both.
3.2
Logical functionalities in 5G-RG and W-5GAN
For the sake of completeness and clarity, the following 2 tables show the interfaces used between entities.
	Arch variation

(see table 1)
	Interface between entities

	
	3GPP UE
	5G-RG
	3GPP-UE
	5GC
	Non-3GPP device
	5G-RG
	5G-RG
	W-5GAN
	5G-RG
	5GC
	W-5GAN
	5GC

	(1.a)

Fig.6.1-1 in [2]
	
	
	Out of scope (e.g. 802.3, 802.11)
	Out of scope (BBF domain)
	N1
	N2 / N3

	(1.b)

Fig.6.1-1 in [2]
	Uu

(note 1)
	N1
	
	Out of scope (BBF domain)
	N1
	N2 / N3


Table 2: Interface between entities for architectural variation 1.a, 1.b (see table 1)
Note 1: TR 23.716 [2] does not explicitly states this, but this is assumed to be 3GPP 5G Uu interface because: 1) the UE has N1 interface to 5GC, thus it cannot be any other 3GPP Uu interface, e.g. E-UTRAN or UTRAN Uu, and 2) if it is non-3GPP interface, e.g. 802.11, then scenario 2.a and 2.b collapses into a single scenario. 
Table 2 above implies that:

· 5G-RG behaves as gNB (5G AN) toward the 3GPP UE (i.e. support 5G Uu), if 3GPP UE is connected to it.

· 5G-RG behaves as 5G UE toward the 5GC (i.e. support N1).
· W-5GAN behaves as gNB (5G AN) toward the 5GC (i.e. support N2/N3).
	Arch variation
(see table 1)
	Interface between entities

	
	3GPP UE
	5G-RG
	3GPP UE
	5GC
	Non-3GPP device
	5G-RG
	5G-RG
	NG RAN
	5G-RG
	5GC
	NG RAN
	5GC

	(2.a)

Fig.6.1-3 in [2]
	
	
	Out of scope (e.g. 802.3, 802.11)
	Uu

(note 2)
	N1
	N2 / N3

	(2.b)

Fig.6.1-4 in [2]
	Uu

(note 1)
	N1
	
	Uu

(note 2)
	N1
	N2 / N3


Table 3: Interface between entities for architectural variation 2.a, 2.b (see table 1)
Note 1: TR 23.716 [2] does not explicitly states this, but this is assumed to be 3GPP 5G Uu interface because: 1) the UE has N1 interface to 5GC, thus it cannot be any other 3GPP Uu interface, e.g. E-UTRAN or UTRAN Uu, and 2) if it is non-3GPP interface, e.g. 802.11, then scenario 2.a and 2.b collapses into a single scenario.
Note 2: TR 23.716 [2] does not explicitly states this, but this is obviously 3GPP 5G Uu interface.
Table 3 above implies that:

· 5G-RG behaves as gNB (NG RAN) toward the 3GPP UE, if 3GPP UE is connected to it.

· 5G-RG behaves as 5G UE toward the NG RAN (i.e. support 5G Uu).
· 5G-RG behaves as 5G UE toward the 5GC (i.e. support N1)

Observation 1: 5G-RG needs to support the following functionalities: 1) gNB (5G AN) function toward the 3GPP UE (Uu interface), 2) UE function toward the NG RAN (Uu interface) and toward 5GC (N1 interface).

Observation 2: W-5GAN needs to support the following functionality: 1) gNB (5G AN) function toward the 5GC (N2/N3 interfaces).

This further implies that:
· For 3GPP UE, 5G-RG behaves as a relay between NG RAN in northbound and 3GPP UE in southbound.
· This relay function is likely implemented based on Relay Node (as in LTE in Rel.10 in [4], [5]) or ProSe (as in LTE in Rel.12 in [6], [7]) by migrating the necessary functionality over 5G Uu interface (as opposed to the original RN and ProSe over E-UTRAN Uu interface). This above point does not appear to be mentioned in the SA2 TR [2].

Observation 3: 5G-RG needs to support relay function to provide service to 3GPP UE.

Observation 4: The Relay Node and ProSe functions were originally developed for E-UTRAN Uu interface. The corresponding support in 5G Uu interface is necessary, and is a new work that is beyond Rel.15 5G phase1 scope.
From the observations 1 and 2 above, it follows that the 5G-RG and W-5GAN needs to support the corresponding NE's security related procedures and functionalities as defined in 33.501 [3].

From the observations 3 and 4 above, it follows that the 5G-RG needs to support the security procedures and functionalities associated with Relay Node or ProSe function (to be determined in SA2).
Observation 5: 5G-RG and W-5GAN need to support the security related procedures and functionalities of gNB (5G AN) as defined in 33.501 [3].
Observation 6: 5G-RG needs to support the security related procedures and functionalities of UE as defined in 33.501 [3].
Observation 7: 5G-RG needs to support the security related procedures and functionalities of relay function based on Relay Node or ProSe – a new functionality not yet supported in 5G phase 1. 
3.3
Existing 3GPP work on FMC
5WWC can be characterized as a re-incarnation of FMC in 5G context.

3GPP already did the work on the general FMC related topic involving RG and basestation in H(e)NB in Rel.8 and Rel.9. Within the context of the 5WWC SI, from architectural perspective, the 5G-RG and W-5GAN are essentially equivalent to HNB and HNB-GW in UMTS HNB architecture.  Below is the reference architecture diagram for HNB stage 2 TS 25.467 [8].
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Figure 2: HNB access network reference model TS 25.467 [8], Fig. 4.1-1
From this perspective, 3GPP already has a "reference model" for FMC type work including architectural solution in TS 25.467 [8] and security solution in TS 33.320 [9]. This includes addressing the security aspects unique to residential type (i.e. consumer products) devices. Thus security solution for 5WWC should be based on the already existing work, namely the H(e)NB security solution in TS 33.320 [9].
Also, as shown in Figure 2 above, L-GW within the HNB already supports the capability to communicate local devices with one another.  The potential need for this type of communication is shown in Table 1 in scenarios 1.a, 2.a., 3.a where 5G RG likely needs to provide L-GW equivalent functionality to allow local devices to communicate with one another.
Observation 8: From architectural perspective, much of the functionalities of 5G-RG and W-5GAN are equivalent to HNB and HNB-GW. The security solution for 5WWC should be based on the existing work, namely the HNB security solution.
Observation 9: HNB architecture already supports L-GW functionality which is likely applicable to 5WWC scenarios also.
4
Detailed proposal

Based on the discussion above, it is proposed that the accompanying pCRs in S3-182944 [10], S3-182945 [11], S3-182946 [12] are approved.
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