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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.861.
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3
Rationale





The 5GS is assumed to operate with a large number of UEs used for CIoT services. It is necessary to consider how to handle DDoS attacks against the core network for CIoT. Since this attack may happen, the 5GS needs to handle such DDoS attach to avoid its serious consequences. 

This proposal aims to address DDoS attack towards the core network for CIoT.
4
Detailed proposal

*************** Start of Change ****************
5
Key issues
5.X
Key Issue #X: DDoS attack against core network
5.X.1
Key issue details

The 5GC is assumed to serve a huge number of CIoT devices. Therefore, DDoS attacks can be launched against 5GC more easily than with regular cell phone communications. For example, if CIoT devices could be misused to send bogus packets to the network, this could reduce the utilization efficiency of network resource, or harm the operation of the crucial core network functions, like AMF and UPF. The severity of the issue was illustrated by the Mirai botnet incident, where several extremely serious DDoS attacks launched in 2016 [2].
This key issue aims to address the DDoS attacks targeted against core network.   

5.X.2
Security threats

DDoS attacks towards the 5G core network include both massive signal packets (e.g. NAS signalling messages) and massive user plane packets sent by compromised CIoT devices. This kind of attack would lead to denial of service or at least throughput degradation caused by congestion to devices whose traffic shares the same core network links. For example, the crucial core network functions (e.g. AMF) could be DDoS attacked through the authentication procedure by an abnormal user that repeatedly initiates authentication procedure in a short period.
5.X.3
Potential Security requirements

1) The 5GS should support a mechanism to prevent DDoS attack against CP functions, e.g. AMF, UDM, etc., caused by massive NAS signalling.

2) The 5GS should support a mechanism to prevent DDoS attack against UP functions, e.g. UPF, caused by massive UP traffic.
*************** End of Change ****************
