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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.807.
2
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3
Rationale





IPTV is regarded as a very important service for 5WWC network. Since there are server solutions for IPTV in 23.716[1], we need to study security for IPTV service.
4
Detailed proposal

*************** Start of Change ****************
5.X
Key Issue #X: sercurity of IPTV service
5.X.1
Key issue details

IPTV is a clear scenario that considered as a potential service using 5WWC architecture. Considering on a few solutions are captured in 23.716[xx] uses multicast to transport IPTV data. As MBMS is not supported by 5G network yet, whether there is a need to protect multicast service and how to protect if needed should be studied.
5.X.2
Security threats

Multicast can be seen by everyone in the link, if the  IPTV data is transported to the 5G-RG without ciphering protection,  some people can watch TV for free which will result in losing billing for operator.  
5.X.3
Potential Security requirements

For IPTV service, ciphering protection for user plane should be used.
IPTV service shoulde be authenticated and authorized. The identifier used to authentication and authorizion should be aligned with 23.716[xx].
A protection scheme to protect multicast service may be needed.
*************** End of Change ****************
