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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.807.
2
References

 [1]   3GPP TR 23.716: " Study on the Wireless and Wireline Convergence for the 5G system architecture".
3
Rationale





The devices behind 5GRG or FN-RG is another compontent of the 5WWC. The security of these devices should be studied.
4
Detailed proposal

*************** Start of Change ****************
5.X
Key Issue #X: Security for devices behind 5G-RG or FN-RG
5.X.1
Key issue details

Based on scenarios identified in 23.716[xx], the end terminal could be a 3GPP UE or a non 5G Capable. The Security of these two kinds UE should be considered.
5.X.2
Security threats

The 3GPP UE and non 5G capable UE should be authenticated and authorized by the 5GC, otherwise signalling overhead to the 5GC will be arised. To fulfil LI requirements, the MAC address of the non 5G capable UE should be reported to the 5GC, there would be a potential privacy issue need to be addressed.
5.X.3
Potential Security requirements

3GPP UE and non 5G capable UE behind a 5G-RG or a FN-RG should be somehow authenticated by 5GC.
3GPP UE and non 5G capable UE behind a 5G-RG or a FN-RG should be somehow authorized by 5GC.
How to protect the connection between 3GPP UE / non 5G capable UE and the 5G-RAN/ FN-RG should be studied.

Whether the non 5G Capable UE should reach the same privacy level as 3GPP UE should be studied, the potential scheme should fulfil LI consideration.
*************** End of Change ****************
