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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.807.
2
References

 [1]   3GPP TR 23.716: “Study on the Wireless and Wireline Convergence for the 5G system architecture".
3
Rationale





Fn-RG as a legacy device stands in 5WWC architecture. As it is a device forwarding data to the 5GC, there may be some potential security issue needs to be identified and addressed.
4
Detailed proposal

*************** Start of Change ****************
5.X
Key Issue #X: Security for FN-RG
5.X.1
Key issue details

FN RG as a legacy device from wireline network is a building block for 5WWC network. Based on 23.716[XX], W-5GAN maintains the N1 link on behalf of the FN-RG behind it. On one hand, the FN-5G is legacy device which could not be updated, which means there is little security in scope of 3GPP. On the other hand, it will forward data to the 5GC, so there would be potential security issues from 5GC perspective. Therefore, the security of FN-RG needs to be studied.   
5.X.2
Security threats

As FMIF will create and maintain N1 link instead of FN-RG, 5GC needs to know the authorization, otherwise, any FMIF can declare it is creating a N1 link for FN-RG which may cause signalling flood and reduce the resources at a AMF.
5.X.3
Potential Security requirements

How to authenticate the FN-RG should be studied.

 The authorization scheme to a FMIF when it is trying to create a new N1 connection should be studied.

*************** End of Change ****************
